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PHIMT
Training Objectives

« Once you have completed this course, you will be able to:
— Describe the PHIMT application
— ldentify the user roles and permissions

— Perform the functions of the User Admin, Privacy Specialist,
and Regular User within the PHIMT



PHIMT Overview



PHIMT Overview
Objectives

« Upon completion of this lesson, you will be familiar with
the:

— Commercial Off The Shelf (COTS) product customization
— PHIMT Terminology
— User roles and associated permissions

— Hierarchy



PHIMT Overview

Customized COTS Product

 COTS product built for HIPAA Privacy
* Browser-based

« Centrally administered

« Shared database

* Designed to perform fundamental tasks
— Accounting of Disclosures

— Record retrieval requirements

» Consolidation of multiple tasks into an electronic
environment



PHIMT Overview
Terminology

* User - an individual with a unique login ID and Password
assigned to an organization within the tool

« Organization - a logical or physical entity such as an MTF, a
Service or TRICARE Management Activity

* Role - a named collection of permissions within the tool
A user can have the same roles in multiple organizations, or
different roles in multiple organizations



PHIMT Overview
User Roles and Permissions

User Admin is a local admin for an MTF or a designated
Service. This role allows one to add/modify users from within
their Service and assign roles. This role will be handled by the
email account administrators for each MTF or Service

Privacy Specialist is the Privacy Officer or designee at an MTF
or Service level. This role allows the user to maintain disclosure
reporting, approve/deny disclosure requests, amendments to
requests, restrictions to disclosures, disclosure suspensions and
generate associated letters

Reqular User is a general role with basic functionality. This role

can create disclosures and authorization requests that can be
routed on to a Privacy Specialist



PHIMT Overview
Hierarchy

Tricare
Management
Activity

MAJCOM

1 JJ
* ] These do not exist at this point, but can be added g_th'E’HIMT
N =
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PHIMT Overview
Summary

You should now be familiar with the:

COTS product customization
PHIMT Terminology
User roles and associated permissions

Hierarchy
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PHIMT User Interface
Objectives

Upon completion of this lesson, you will be able to locate
the:

Login Screen
Patient Tab
User Tab
Admin Tab
Requests Tab
Requester Tab

12



PHIMT User Interface
Login Screen

1. Enter the URL: https://phimt.tricare.osd.mil

a Motice and Terms Of Use - Microsoft Internet Explorer provided by Booz Allen Hamilton

File Edit Miew Fawarites Toals  Help

= Back ~ = - @ ﬁ | @Search (3] Favarites @Media @ | %v 5 g ’EBJ J%

Address I@ https: phimt. tricare, osd. milhipaasx logon, do

@Jsearnh vl Google I'I Yahoo! = AskJeswves LookSmat ZH2 ﬁ#fmf;:r & Highlight

MHS Protected Health Information Management Tool
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PHIMT User Interface
Login Screen

2. Read the Notice and Terms of Use
3. Click on the Accept button

MHS Protected Health Information Management Tool

THIS |15 A DoD COMPUTER SYSTERM. THIS COMPUTER S%STEM, WHICH INCLUDES ALL RELATED EQUIPMEMT | METWORKS, ARD METWWORK (=
DEYICES (SPECIFICALLY IMCLUDIMNG ACCESS TO THE INTERMET), ARE PROMYIDED OMLY FOR OFFICIAL U5, GONVERMMENT BUSINESS. DOD
COMPUTER S%STEMS MAY BE MOMTORED BY AUTHORIZED PERSCOMMEL TO EMSURE THAT THEIR USE IS AUTHORIZED, FOR MAMAGEMENT

OF THE S%STEM, TO FACILITATE PROTECTION AGANMNST UMAUTHORIZED ACCESS, AMD TO WVERIFY SECURITY PROCEDURES. MOMTORIMG
[MCLUDES "HACKER" ATTACKS TO TEST OR WERIFY THE SECURITY OF THIS SY'STEM AGAIMST USE BY UMAUTHORIZED PERSOMS. DURING
THESE ACTIMITIES, INFORMATION STORED ON THIS SYSTEM MAY BE EXARMIMNED, COPIED AND USED FOR AUTHORIZED PURPOSES AMD DATA

OF PROGRAMS MAY BE PLACED INTS THIS S%STEM. THEREFORE, INFORMATION YO PLACE OM THIS SYSTEM IS MOT PRIWATE. USE OF THIS
LoD COMPUTER 5% STEM, AUTHORIZED OF UMAUTHORIZED, COMSTITUTES COMSEMT T OFFICIAL MORMTORIMG OF THIS S%STEM.
LMAUTHORIZED USE OF A& DOD COMPUTER SYSTEM MAY SUBJECT ¥ OU TO CRIMIMAL PROSECUTION. EVIDEMCE OF UNMAUTHORIZED USE
COLLECTED DURIMNG MOMTORIMNG hAY BE PROYIDED TO APPROPRIATE PERSONMEL FOR ADMIMISTRATNVE, CRIMINAL, QR OTHER ACTICHN.

PRI ACY ACT WVWARNING i

IMFORMATION COMTAIMED IM THIZ SYSTEM IS SUBJECT TO THE PRIVACY ACT OF 1974 (3 U.5.C. 5524, A5 AMENDED). PERSOMAL
IMFORMATION COMTAIMED M THIZ S%STEM haY BE USED OMLY BY AUTHORIZED PERZOMS 1M THE COMDUCT OF QFFICIAL BUSIMESS. ANY
IMODUAL RESPOMSIELE FOR UMALUTHORIZED DISCLOSURE OR MISUSE OF PERSOMAL INFORMATION MAY BE SUBJECT T FIME OF UP TO

5,000, &l




PHIMT User Interface
Login Screen

3. Type in User Name and Password
4. Click on the Login button

MHS Protected Health Information Management
Tool

ou are logging into the production server.
Infarmatian in this version will he retained.

User Hame: ||

Passwor d:l

Enter your User Narme and Passwoard to logon.

15



PHIMT User Interface

Tabs

-
Monday, June 14, 2004 Patiert Search  Logoff
Patient Uzer Admin Requests Requester
« Patient
« User
 Admin
 Requests

 Requester

16




PHIMT User Interface

Patient Tab

Monday, June 28, 2004 Patient Search  Logoff
Fatient ser Admin “/  Reguests ./ Reqguester
Sl s Patient Search
Mone
Hame (First, Last)
SUmmary || I
Feguests
Record Dizclosure Swyetemn 1D (the identifier created by this system for the person)
Accourting Suspensions I—
Dizclozure Restrictions
Avuthorizati
Pt e:i:tn;r D';T; External 1D (an external identifier for the persan)

Generate Form |

Patient Zearch

Copyright @ HIPA Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
‘JErsion: 2.2
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PHIMT User Interface

User Tab

honday, June 25, 2004

Current User:
Ditzcap Test
IS Thid,

Mty Profile
My Requests
hfy Wiorklizt

Switch arganizations

Patient Lser Adrmin

User Worklist

User Worklist
A ctivity Feguest L
Instance ID Session D Aty (9

There are po activities on your worklist

Patient Search  Logoff

Fequests Requester

Zource Patient Reguester Statuz Creation Date

Copyright & HIPAS Acceleratar, Inc. 2000-2003, ALL RIGHTS RESERWED

“wizrsion: 2.2
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PHIMT User Interface

Admin Tab

Patient Search  Logoff

honday, June 25, 2004

Patient Llser Admin Requests Requester
C.urren‘t Admin: Drganizations
Ditzcap Test
L= This,
Origin Organizations
Acdministrative Summary Contact Contact
Crganizations T Mame Parent Mame Address Per=on -

Gueue Users
Dizclozure Imports
Dizclosure Imports Histary

481 10th MED GROUP-USAF ACADERMY  US Air Farce 4102 Pinion Drive Ste 4000
zo USAF Academy, CO 30540

7af 10th Med GROUP- PETERSOM AFB

H2 AlR FORCE SPACE

COMRARD

442 11TH MED GRP-BOLLING HZ Air Farce (Direct reparting 238 Brookley &venue Rk 125
unit) Bolling AFB, DC 20032

3719 11tk Wing IS Ajr Force 11 MDGSGEHD 238 238 Brookley

Ave
Bolling AFB, DZ 20032

306 1215T GEM HOSP SEOUL 18th MEDCOM - KORES Unit # 15244
APO 4P
, 96205
441 12th MED GRP-RAMNDOLPH HE AR EDUCATION & TRAINNG 221 Srd Street West
COMMAND Randolph AFB, T 78150

=

14h MED GRP-COLUMBUS

H2 AR EDUCATION & TRAIMIMG
COhib & RC

201 Independence Dr
Columbus AFB, M 39701




PHIMT User Interface

Requests Tab

Monday, June 25, 2004 Patient Search  Logoff

Patient User Admin Requests /£ Reqguester

ﬁ;’;e“‘ SEURLEE Create New Request

Select Request Type

Creste Mew Reguest
Search for a Reqguest {~  Complaint

¢~ Disclosure

f« Disclosure Accounting

Mext )
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PHIMT User Interface

Requester Tab

Monday, June 28, 2004

Current Requester:
one

Requester Summary
Requester Requests
Reguester Profile

Requester Search

Patient Search

Logoff

Fatient Llser Admin Requests Feguester

Requester Search

Choose one of the following options:

A. Select a Third-Party Organization (g thirg-party requester, sich as g law enforcement agehcy of Instrance company)

FBI, J. Edgar Hoower Building, 935 Pennsylvania Avenue, MW Washington, DC;I i Select i)

B. Search for a Person (search for another person, or add a new one*)

Hame (First, Last An ™ may be dsed as a wildeard.)

System 1D (the sdentification nimber created by this systerm for the persan)

|7 Include Patient Records

I ¥ Inciude Mon-Patient Records
FMP-S5H (an external identifier for the person)

I i Search )

C. Search for an Organization (zeareh for another organization, oF gdd 3 pew ope*)

Hame (A or part of the name of the orgapization. An * may be used a5 g wildcard.)

21




PHIMT User Interface
Summary

* You should now be able to locate the:
— Login Screen
— Patient Tab
— User Tab
— Admin Tab
— Requests Tab
— Requester Tab



User Admin Functionality



User Admin Functionality

Objectives

Upon completion of this lesson, you will be able to:

Describe the process of obtaining a User Admin account
Create user accounts

Setup a workflow

Setup a queue

Create requester favorites

Disable users

Transfer users

24



User Admin Functionality

Obtain a User Admin Account

« Requests for User Admins to be created must be routed to
and approved by the Service Representative

 The Service Representative will route the approved
request to the HIPAA Support Center

« The HIPAA Support Center will establish the User Admin
account and provide the User Admin login information to
the appropriate individual

25



User Admin Functionality

Create User Accounts

 The User Admin is responsible for adding users and
assigning roles to the users within their organization

« User Admin provides the user with their login information

« Determined by Service specific requirements or MTF
requirements

26



PHIMT User Interface
User ID and Password Requirements

« User ID:

— Assigned by the User Admin, usually first initial of the first
name and complete last name (follow Service guidelines)

— Duplicate User Name not allowed by the application

« Password:
— 6-15 characters long and must contain at least one
— Alphabetical uppercase character
— Alphabetical lower case character
— Arabic numeral (0, 1, 2, 3, 4)
— Non-alphanumeric special character (l.e. !, @, #, $, etc.)

27



User Admin Functionality

Create User Accounts (103

1. Select the Admin Tab

2. Select the Add User hyperlink

Current Admin:

Joe Miller
IS Thi,

Organizations
Application Lzerz
Gueue Users

Add Uzer

ser

Organizations

Origin Organizations

(]

Matmne

Admin ?

Parert Mame

1006 10th MED GROUP-USAF ACADEMY  USAFA

co

Contact

Address
Petson

4102 Pinion Drive =te 4000
USAF SAcademy, CO 30540

Contact
Phone

10th ed GROUP- PETERSOM AFB

H@ AR FORCE SPACE COlbARD

11TH MED GRP-BOLLIMG

HZ Air Force (Direct reporting unit)

238 Brookley Lvenue Rk 125
Bolling AFB, DC 20032

11th Wing

U= Ajr Force

11 MDGISGHE 238 238 Brookley
Ave
Bolling AFB, DC 20032

12157 GEN HOSP SECQUL

18th MEDCOM - KOREA

Unit # 15244
BPO 4P
, 96205

[im]
[ax]

12th MED GRP-RAMDOLPH

H@ AR EDUCATION & TRAIMIMG
COnbARD

2M 3rd Street West
Randolph AFB, T 78150

28




User Admin Functionality

Create User Accounts (203

3. Enter user information (name, phone number and email
address)

4. Enter a unique User ID (No duplicate IDs are allowed
across all Services)

Lzer Admin
Current Admin: User Profile
Joe Miller
LIS This,
Hame (First, Widdie, Last, Sridr)
Organizations IFred I IThu:umas I

Application Users

e Phone Humber (areg code, phobe humbersoo-xeoc), and extension iF gopiicablia)

User Search {Plaase note, this phone nupmbor will bo displayed on Jettors as contact information.)

Add User oz [ss-ssss et |

System 10 (the identifier created By this systerm for the persan)

—

User ID {user fogin hame)

Ifthu:umas|

Email {example: fohnfiiahoo.com)

Iﬂhumas@tricare.nsd.mil




User Admin Functionality

Create User Accounts 3of3

5. Enter a temporary new password and confirm new password
6. Select organization from the drop-down box and select the

appropriate user role
7. Click on the Save button

Hew Password

Signature Block (FPlease note, this text will dizplay In g lelter's signatug

Comments (general comments abhout oF for the nser)

KIS

User Roles
Organization

LS Th r

Save i)

Users can update
the information in
the signature block
from their User
Profile. Follow
Service specific
requirements

Privacy Specialist Regular Uzer  User Admin  Primary

3 r =

30



User Admin Functionality

Workflow Setu P (10fe6)

Once a user has been added and their organization and
user role is established, the User Admin can establish the
workflow for that user’s disclosures

The workflow delineates the process by which requests
are routed within the system

Workflows should be set up so that a Regular Users work
will be routed to a Privacy Specialist for approval or denial

31



User Admin Functionality

Workflow Setup (2 of 6)

1. Scroll to the bottom of the User Profile screen
2. Click on the New button next to Privacy Specialists

Allowed Worklist Viewers | My )
Mame Start Date End Date

There are ho Allowed Workiist iewers configired. Click new to add ane.

Backup Persons | Pey i)

[arme: Start Date End Date

There are ho Backup Persons configured. Chick new to add one,

Information Officers | e )

[Jarme Start Diate End Ciate

There are ho information Officers confignred. Click pew o add one.

Lol Start Date End Date

There are ho Privacy Specialists canfigured. Click new to add ane.

Request Routing Contacts | Py )

[Jarme Start Diate End Ciate

There are ho Reguest Routing Contacts copfigured. Click hew to aod one.




User Admin Functionality

Workflow Setup (3 of 6)

3. Enter search criteria
4. Click on the Search button
Thursday, June 24, 2004 Logoff
User Admin
IR L EEE User Profile \ User Search
Joe Miller
LIS Thi2
Hame (First, Last)
by Profile IJDE ISm'rth
My Requests
A Syztem 10 (the ldentifier created by thiz syster for the person)

Switch organizations I

Copyright E HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
warsion: 2.2
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User Admin Functionality

Workflow Setup (4 of 6)

5. Select the appropriate Privacy Specialist from the search
results and click on the Select button

Thursday, June 24, 2004 Logoff
Lger Admin
IR R User Profile | User Search
Joe Miller
L= ThAS, Search Results
I Marne =N Birth Date Addrezz

TS & 64 Joe Smith
My Requests
iy Wviorklist

Swyitch oroanizations (ﬂ} h

Other options:

Adiust your search critetia and try adain.

Copyright @ HIP A Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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User Admin Functionality

Workflow Setup (5 of 6)

6. Set Relationship Start Date / End Date (End Date optional)
7. Click on the Save button

Thursday, June 24, 2004 Logoff
Uzer Adrmin
S User Profile \ Privacy Specialist Details
Joe Miller
LS THA,
Related P = lne Simith
hty Profile Relationship Start Date (NINYDA TOR Y the date when the reistionship b it begi
M':lll Hequests 1onsnip a -] { the daie Wheh the Felauiohship Dedan oF Wl E'Q.'.":'}
bty iorklist 06/24/2004 ==

switch organizstion:  pelationship End Date (ORTIONA L the date when the relationship ended or witl end)

[ EH

{ Save ) «

Copyright & HIP&A Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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User Admin Functionality

Workflow Setup (6 of 6)

8. Privacy Specialist is added to the User Profile screen

Allowed Worklist Viewers | Mewy i
Marme Start Date End Date

There are ho Alfowed Warklist Iewers configared. Click hew to add ane.

Backup Persons | Ry ¥

Marme Start Date End Date

There are ho Backup Persohs copfigured. Click hew to add ane.

Information Officers | Plewy )

Marme Start Date End Date

There are ho information Officers configured. Click new to add one.

Privacy Specialists | I )
Mame Start Date End Date
062452004
Request Routing Contacts | My ¥
Marme: Start Date End Date

There are ho Request Rowting Contacts configured. Click new to add one.




User Admin Functionality

Queue Setup (107

* A queue is a distribution list for a specific organization that
iIs comprised of two or more Privacy Specialists

 The User Admin at the local command sets up queues

* Queues are created to expedite the process of
approving/denying a disclosure

* Only users affiliated with a given organization will see that
organization's routing options

37



User Admin Functionality

Queue Setup 207

1. Select Admin Tab
2. Select the Queue Users hyperlink

Thursday, June 24, 2004

Current Admin:
Joe Miller
LIS Thid,

Qrganizations
ARphcation LSer

Uzer Search

Add Uzer

Lzer Adrmin /

Organizations

Origin Organizations
10 Marme

1006 10th MED GROUP-USAF ACADERY
zo

Parent Mame

LISAFA,

Logoft

Contact  Contact

R Person Phone

4102 Pinicn Drive Ste 4000
USAF Academy, CO 80340

1109 10th Med GROUP- PETERSOMN AFB

H AR FORCE SPACE COMMARND

7 11TH MED GRP-BOLLIMNG

HZ Air Farce (Direct reporting unit)

238 Brookley Avenue B 125
Bolling AFB, DiZ 20032

1070 11th Wing

U Ajr Farce

11 MDGISGEHG 238 238 Brookley
Aye
Bolling AFB, DiZ 20032

833 12157 GEM HOSP SECUL

18th MEDCOM - KOREA,

Uit # 15244
APC AP
95205

38




User Admin Functionality

Queue Setup o7

3. Click on New

Thursday, June 24, 2004 Logaff
Lser Admin
Current Admin: User QLI&LIES
Joe Miller
LIS Thil,
User Queues [y

Organizations
Application Users I GuEue MName
GAueue Uzers

Uzer Search

S User | Save )

Copyright & HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wizrsion: I.2
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User Admin Functionality

Queue Setup @of7)

4. Enter the description of Queue in the text box
5. Click on the Save button (screen will not change)
6. Once saved, select the Queue Users hyperlink

Thursday, June 24, 2004 Logott
ser Admin

Current Admin: User Queues

Joe Miller

L= This,

User Queues | Meswy ¥
Organizations

L T s = I
1 T [ma Medical Clinic
User Search
i Save ) h

Acdd Uszer
Copyright B HIPAS Accelerator, Ine. 2000-2003, ALL RIGHTS RESERWED
“wiersion: 2.2

Aueue Mame
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User Admin Functionality

Queue Setup ;o7

7. Select the Queue you created from the drop-down box

User Adrmin

Current Admin: Cueue Users
Joe hdiller
LIS Thia,
(IS e T s Medical Clinic
Organizations

Application Users

Queue Members
Queus Lsers

Uzer Search
Add User

$ Enable ]
B Disable ]

i Modity )

All Other Users

Ivike Beedle

John Cerwin
Ancly Cirillo

Liza Dorzey

Chris Foster

Joe Johnzon

Joe Jones

Igor Mameshin
Joe Miller

Joe Smith

Wivatt Sutherland
Pradeep Thaivalapgpil
“ladimir Tokarskiv
Satish Unni

41




User Admin Functionality

Queue Setup sof7)

8. Select the users that you want to add to the queue and
click on Enable

9. Click on the Save button

Current Admin: Queue Users
Joe hiller
LIS Thia
User Queue | TM& Medical Clinic =] Modity )
Organizations
application Users Gueue Members All Other Users
Gueue Users
Andy Cirillo
User Search Joe Smith Chris Foster
Add User John Cerwin Igor Mameshin

Pradeep Thaivalappil Joe Johns
Joe Jones
Liza Dorsey
hike Beedle
Satizh Linni

“ladimir Tokarskiy

- -=u Sutherland

»DCisable ]




User Admin Functionality

Queue Setup (7 of 7)

10. The Queue that you added will show up in the user’s

worklist

Inztance ID

Seszion D

There are ho activities for this quene

Thursdary, June 24, 2004 Logoff
User Admin
R e User Worklist
Joe Miller
LIS Thas,
Us=er Worklist
Wy Profile Activity Request - . .
My Requests nstance ID Sazsion D Activity 1D Source Patient Reguester Status Crestion Date
Mty Wi klist
There are ho activities an vour warklist
Swyitch arganizations
TMA Medical Clinic Worklist
AL RS L sy D Source Patiert Reguester Status Crestion Date

i Accept )

Copyrght & HIP&S Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2
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User Admin Functionality

Requester Favorites (10f2)

« An organization can create a list of requester "favorites”
that show up in the requester drop-down list box

« User Admins can set up the list of favorites per
organization

 If an organization name is not in the favorites list, the user
will be allowed to search for it manually

* A given "requester" can appear in multiple "favorites" lists

44



User Admin Functionality

Requester Favorites (2012

Add the
Organization to
your Requester

Favorites

Search for the
Organization

Create the
Organization

A

Search for the
Organization
that you created

A

Add the
Organization to
your Requester

Favorites




User Admin Functionality

Requester Favorites- Searching for
Organization (i ofs)

1. Select the Admin Tab

Tuesday, June 29, 2004 ’ Logoft
Adrmin

User
S User Worklist
Dave Matthews
MBDC MATTC
PEMZACOLA [F295
[ ] User Worklist
] Activity Request L . .
My Profile Instance [0 Zession D Activity IO SOUrceE Patient Requester Statuz Creation Date
by Requests o )
Wby VWiorklist There gre ho activities an yYour workiist

=wyitch arganizations

Copyright @ HIPA Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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User Admin Functionality

Requester Favorites- Searching for

_ Organization (.5

2. Select the Organizations hyperlink

3. Select the ID hyperlink for your Origin Organization

Penzacala, FL 32508

Gueue Users

Tueszday, June 29, 2004 Logaoff
Liger Admin
Current Admin: Drganlzatlons
[Dave Matthews
MBDC MATTC
HENEHEOL A ] Origin Organizations
T Mame Parent Matme Address Contact Person Contact Phone
864 MNBDC MATTC PEMSACOLA, MDC GULFCOAST BLDG 3911
TED East Avenue Ste B

Uzer Search
Add Uzer

“ersion: 2.2

Copyright @ HIPAS fecelerator, Inc. Z000-2003, ALL RIGHTS RESERWED
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User Admin Functionality

Requester Favorites- Searching for

_ Organization @ots

4. Scroll down to Favored Requesters and click on the Add
button

[ Opdate )

Contact People | I ¥

L Matmne Phone Addrezs Primary

There are carrently no contact peaple associated with this organization. Click new to add one.

Child Organizations | Metwr ¥

ICr Matmne Address Contact Perzon Contact Phone Active

There gre carrently no child organizations associated with this organization. Click pew to add one.

Address

There are currehtly no favored requesters assaclated with this organization. Click new to add ane.

As=ociated Addresses | Pley )
IC» Street City State Zip Afternate Primary
709 4102 Pinion Drive Ste 4000 USAF Academy o alad0 Mo iy

48



User Admin Functionality

Requester Favorites- Searching for

_ Organization @ofs)

5. Enter organization search criteria
6. Click on the Search button

Tuesday, June 29, 2004

Lger Admin
iz skl Requester Search
Dave Matthews
MBDC MATTC Choose one of the following options:

PEMSACOLA [7299]
A. Search for a Person (search for another persan, oF add @ new one*)

Organizations . " )
Application Users Hame (First, Last An * may be Used 35 g wildcard.)
Gueue Users | |

User Search System 1D (the Jdentification number created by this system far the persan)

Add User I V' Include Patient Records

|7 Include Mon-Patiert Recaords

FMP-SSH (an axternal Identifier for the parson)

I i Search )

B. Search for an Organization (search for another organization, oF add 8 hew ope*)

gorganization. An * may be nsed 25 2 wildcard.)

Hame (A or part of the name

ILaw Offices of Joe Gibhs

Shiier for the arganization)

| (ﬂh




User Admin Functionality

Requester Favorites- Searching for

_ Organization sofs)

/. If requester is not found, click on "Create a new requester

as an organization”

Tuesday, June 29, 2004

User Admin
T 20T S T Requester Search Results
Dave Matthews
MNBEDC MATTC

PENSACOLA [7299] Search Results

I
Organizations
Application Lsers
Gueue Users

Uzer Search Other options:
Add User Adiust vour zearch criteria and try again.
Create a new reqguester as a person.

' Create a neww requester as an organization.

There were ho resiits that matched your segrch criterla.

Logyott

Addrezz

Copyright & HIPAS Acceleratar, Ine. 2000-2003, ALL RIGHTS RESERWED

50




User Admin Functionality

Requester Favorites- Adding New

Organization (14

8. Enter the name of the Organization

9. Select the organization type from the drop-down box

Tuesday, June 29, 2004

Lger Adrmin
(IR T Organization Details
Dave Matthews
NEDC MATTC

PERESTRLA [ 2EE] Hame iz 2 subsidiary, start the organization name with its parent's name)

ILaW Offices of Joe Gibbs

Organizations
Application Users
Type
Gueue Users his
|.ﬂ~ttn:|rne':.:' ll
Uszer Search
Acdd Uzer DMIS Code (2n optional alternative identifier for the arganization)

Parent Organization
MBDC MATTC PEMSACOLA,

Alernate Communication Instructions (special instrictions to send correspondence to the arganization)
=y
=

Logoft

51




User Admin Functionality

Requester Favorites- Adding New
_ Organization 2.f4

10. Scroll down to the bottom of the screen and click on the
Save button

Parent Organization
IS Thad,

Alernate Communication Instructions (special instructions to send correspondence to the organization)

=

Comments (geperal comments gbout or for the organization)

K= [

Primary (checked if the arganization Is primary)
v
Active (checked if the arganization can be seiected for authorizations, disclosures, elc.)

¥

Origin (checked if the arganization can be selected as an origin far disclosyres)

-

RequesterRecipient [checked iFthe organization can be selected as g requester ar recipient for disciosires or requests)

¥

() h
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User Admin Functionality

Requester Favorites- Adding New

_ Organization of4

11. Enter the Organization Address Details and click on the
Save button

Tuesday, June 29, 2004

Current Admin:
Dave Matthews
MEDC MATTC
PENSACOLA [7299]

Organizations
Application Users
Queus Lizers

Uszer Search
Add User

User Adrmin
Address Details

Address Format (420 and FPO address showld ase USA format)
Uzt ' nternational

Address Line 1 (the primany address iipe)

|1 411 Jetterson Davis

Address Line 2 (rormaily @ swite or gpartment)

City {city name, or AP0 or FPO)

IArIing‘[on

State (wo character state Jdentifier: L, MN, CO, eitc., or AA,AE AR for APOYFPO)
WA T
Po=stal Code (US4 HEEEHEE

Timezone (specific tmezone for the address)
| Eastern :l

Comments (general comments about or for the address)

{ Save )

Logoff
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User Admin Functionality

Requester Favorites- Adding New

_ Organization @ of4

« If you are entering a International address, select the

International radio button

Wiednesday, July 7, 2004

ser Adrmin
Current Admin: Address Details
Joe Miller
U= Thil Address Format (420 ard FPD addvess showld use USA format)
usa 0 Internationsl
Organizations
Anplicstion Users Country [counthy hame)
[w] L
Leue Uzers |f'l.rdigua j
Uzer Search : _
A—dd User International Address Line 1

International Address Line 2

International Address Line 3

Comments (general comments abont or for the address)

i Save )

< &

Loggof




User Admin Functionality

Adding Organization to Requester
__Favorites (107

« Once you have created a new organization in the system,
you then need to add the organization to your requester
favorites

* Once added, the organization will display in your
requester favorites drop-down box
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User Admin Functionality

Adding Organization to Requester
Favorites (o7

1. Select the Organizations hyperlink
2. Select the ID hyperlink for your Origin Organization

Tuesday, June 29, 2004 Logyott

User Adrnin

Current Admin:
Dave Matthews
MBDC MATTC

Organizations

PERSACOLA [7239]

Organizations
imabieesE ! =

Gueue Users

Uzer Search
Add User

Origin Organizations
T Mame
G4 WBEDC NATTC PEMNSACOLA

Addrezs Contact Perzon

BLDG 3911
TEQ East Avenue Ste B
Pensacala, FL 32508

Parent Mame
MOC GULFCOAST

Contact Phone

Copyright @ HIPAA Accelerstor, Inc. 2000-2003, ALL RIGHTS RESERNWED
‘wersion: 2.2
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User Admin Functionality

Adding Organization to Requester
_Favorites o)

3. Scroll down to Favored Requesters and click on the Add
button

Contact People | Plewy ¥

I Marmne Phone Address Primary

There gre carrently no contact people associated with this organization. Click new to add one.

Child Organizations | ey ¥
() Matme Address Contact Perzon Contact Phone Active

There gre currehtly ho child orgahizations assaciated with this organization. Ciick new to add ane.

Favored Reques{e

IC:
There gre currehtly po favared requesters associgted with this organization. Click new to add ape.

Address

Associated Addresses | Meswe ¥
1D Street City Ztate Zip Alternate Primary
09 4102 Pinion Drive Ste 4000 UZAF Academy [ole] 20540 Mo ey
Phone Humbers | Pley )
IC Phone Camment Active Primary

There gre currehtly ho phone binbers on vecord for this organization. Click hew to add ope.
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User Admin Functionality

Adding Organization to Requester

Favorites o7

4. Enter organization search criteria
5. Click on the Search button

Tuesday, June 29, 2004

Uszer Admin
EIOEL R Requester Search
Dave Matthewves
MNBDC MATTC Choose one of the following options:

PEMSACOLA [7295]
A. Search for a Person (search for apother pekson, oF add 2 new ohe*)

Organizations . . .
aApplcation Users Hame [First, Last An * may be osed a5 g wildcard.)

Geue Users | |
System ID (the ldentification number created by this system for the persan)

Uzer Search
¥ Include Patiert Recards

Add Lser I

FMP-SSH (an external identifier for the person)

I i Search )

B. Search for an Organization (search for another organization, or add a new one*)

I ar part Of (e g’ the arganization. A * may be wsed a5 g wildcard.)

Laww Offices of Joe Gibbs

: remierhal ldantifier for the organization)
| (—Semren ) h

Logoff

¥ Include Mon-Patient Records
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User Admin Functionality

Adding Organization to Requester

__Favorites (sof7)

6. Click on the radio button that corresponds to the

organization you added

7. Click on the Select button

Tuesday, June 29, 2004

Lser Admin
Current Admin: Requester Search Results
Dave Matthews
MBDC MATTC
PEMS&COLA [F209] Search Results
o Marme

Organization . .
Application U = 111 Lary Offices of Jog Gibbs

Adddress
1411 Jefferzon Daviz, Arlington, Wa 20220

Logoff

Queue Uszers

Uset Sestch i Select ) h

Add User

Other options:

Adjust vour search criteria and try again.
Creste a new requester as 3 person.
Creste a newy requester a3 an organization.
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User Admin Functionality

Adding Organization to Requester
_Favorites o)

* The organization that you added now appears in your
requester favorites

Contact People | ey ¥

LS
I ame Phone Address Primary

There are currehtly ho contact peaple associgted with this organization. Click new to add ane.

Child Organizations | ey ¥

LS
I Matmne Address Contact Persaon Contact Phone Active

There are currehtly no child arganizations associated with this organization. Click new to add ane.

Address
1411 Jetterzon Davis, Arlington, WA 20220 remove

Associated Addresses | Plesny ¥

IC» Street City State Zip Alternate Prirmary
S67 BLDG 3911 760 East Avenue Penzacala FL 32508 Mo iy

Ste B

Phone Humbers | e ¥

I Phone Comment Active Primary

There are clrvehtiy ho phohe hmbers oh Fecord for this organization. Clck new to add ohe.




User Admin Functionality

Adding Organization to Requester
__Favorites (7of7)

 When logging in as a Regular User, the organization you added
will appear in the requester drop-down box for your organization

Tuesday, June 29, 2004 Patient Search  Logoff

Patient User Reqguests Reguester

ﬁ;:;e“‘ Requester:  Ragester Search

Choose one of the follgies

Reguester Summary
Reguester Reguests
Requester Profile

gnt agency or Insirance campany)

 Select )

A. Select a Third-Party Organization (a thirdepany requester, such as @ law enfarce,
Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, WA 20220

Requester Search

B. Search for a Person (search for another person, ar add a new ane®)

Hame (Flrst, Last An * may be yaed 35 3 wildeard )

System D (the identification number created by this ayster for the person)
I ¥ Include Patient Recards

¥ Include Mon-Patient Records

FMP-SSH (an exiternal identifier for the person)

I ( Search )
C. Search for an Organization (search for apother organization, oF add 8 pew ope*)

Hame {4/ or part of the name of the organization. An ™ may be ysed as g wildcard.)

DMIS Code (the external ldentifier for the organization)

I { Search )

* You must search for an existing requester or requesting arganization betore adding a new one.
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User Admin Functionality

Disabling Users (105

« If a user transfers to another facility or separates from the
Service, the User Admin needs to disable that individual’'s

ability to access the tool
* You cannot delete users from the system

— Future auditing
— Disclosures tracking
— Users are attached to records they created
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User Admin Functionality

Disabling Users (2of5

1.

Select the Admin Tab

2. Select the User Search hyperlink

Current Admin:
Joe Miller
LIS Thad,

Organizations
Application Users
Eueue Users

< Uzer Search >

Uszer Adrmin

Organizations

Origin Organizations
ICx Marme

1006 10th MED GROUP-USAF ACADERY
co

Parert Matme

LSAFA

Contact

Addrezsz
Perzon

4102 Pinion Drive Ste 4000
USAF Academy, CO 80340

Contact
Phore

—

109 10th Med GROUP- PETERSOMN AFB

H2 AlR FORCE SPACE COMMAND

957 11THMED GRP-BOLLING HZ Air Force (Direct reporting unit) 232 Brookley Avenue RM 125
Bolling AFB, DC 20032

1070 11th Wing US Ajr Farce 11 MDGISGEHR 235 2358 Brookley
A
Bolling AF8, DC 20032

833 12157 GEM HOSP SECLL 18th MEDCOM - KOREA Init # 15244
AP AP
,9E205

956  12th MED GRP-RAMDOLPH HG AR EQUCATION & TRAIMIMG 221 3rd Street West

COMRARD Fandolph AFB, TX 75130
953  14dth MED GRP-COLUMBILS H2 AR EDUCATION & TRAIMMG 201 Independence Dr

CoOmtt RO

Columnbuz AFB, MS 39701
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User Admin Functionality

Disabling Users (3 of 5)

3. Enter search criteria
4. Click on the Search button

Jioe Miller
S Tk,

Crganizations
Application Users
ueue Users

User Search
Addd User

Current Admin:

|Iger Adrmin

User Search

Hame [First, Last)
Joe |smith

Systemn 1D (the fdentifier created by this system for the person)

—

( Seach ) h

Copyright & HIPAS Accelerator, Inc, 2000-200%, ALL RIGHTS RESERWED
‘wizrsion; 2.2
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User Admin Functionality

Disabling Users o5

5. Click on the radio button next to the user to be disabled
6. Click on the Select button

Uzer Admin
Current Admin: User Search
Joe Miller
L= ThA, Search Results
ICr Matne ==M Birth Date Addrezs

Drggnizgﬂnns v G4 Jaoe Smith
Applicatio

Queus Users

User Search (_ Select ) “

Ldd Uiser Other options:
Adiust vour search critetia and try again.

Copyright @ HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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User Admin Functionality

Disabling Users (o5

/. Scroll down and place a check in the “User Disabled” box

8. Click on the Update button

User Disabled [cFg to prevent nser from dsing the system)
v

Confirm Hew Password

Signature Block [Please note, this text will display in a letter's sighature block.)

=

Comments (gereral comments about ar for the user)

K

#{ Update )

User Roles

Organization Privacy Specialist Regular User  Us=er Admin  Primaty
S Thid, =2 I~ O o
I(select other) ;I | |l |l i
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User Admin Functionality

Transferring Users (1 of¢)

« A transfer from one MTF to another can only be executed
by the User Admin at the Service level

« If a user transfers to a new organization, the User Admin
at the receiving location would initiate an action for the
transfer according to Service requirements

« |If a User transfers from one Service to another, please
contact the HIPAA Support Center at

— Hipaasupport@tma.osd.mil

 The User Admin can only search for users within their
level of the hierarchy
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User Admin Functionality

Transferring Users (2016

1.

Select the Admin Tab

2. Select the User Search hyperlink

Current Admin:
Joe Miller
LIS Thid,

Organizations
Application Uszers
e Users

< Uzer Search >

User

QOrganizations

Origin Organizations

IC» [atne

Co

e \

Parent Mame

10th MED GROUP-USAF ACADERMY  LSAFA

Contact

Address
Person

4102 Pinion Drive Ste 4000
USAF Acadetny, CO 80540

Contact
Phione

1109 10th Med GROUP- PETERSOM AFB

H@ AR FORCE SPACE COMMARD

987  11TH MED GRP-BOLLIMNG HZ Air Farce (Direct reparting unit) 235 Brookley Avenue R 125
Bolling AFB, DC 20032
1070 1 1th Ying IS Ajr Farce 11 MDGISGHD 235 23535 Brookley
Ave
Bolling AFB, DC 20032
833 1 2M5T GEM HOSP SECLUL 15th MEDCOM - KOREA nit # 15244
APC AP
, 9E205
986 1 2th MED GRP-RAMDOLPH HG AR EDUCATION & TRAIMIMNG 221 3rd Street West
COMM AR Randolph AFB, T 781350
959  14th MED GRP-COLUMBUS Hiz AR EDUCATION & TRAIMIMG 201 Independence Dr

CObAbA AR

Columbus AFB, M 39701
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User Admin Functionality

Transferring Users ofe)

3. Enter the search criteria
4. Click on the Search button

Friday, July 3, 2004 Logjoff
Llser Admin
Current Admin: User Search
Admin 3
S Primary Training
e Hame (First, Last)
-~ I-.ll:lhn INl:ngan
Organizations
LU sy=temn 1D the Jdentifier created by this system for the person)

Queue Users

Uzer Search
[ Search ‘

Al Lset
Copyright & HIP&A Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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User Admin Functionality

Transferring Users @of¢)

5. Click on the radio button for the user to be transferred

6. Click on the Select button

Friclay, July 9, 2004

Current Admin:
Acmin 3

S Primary Training
Organization

Organizations
Application Users
ueue Users

Uzer Search
Add User

User Admin

User Search

Search Results
10 Marme

30 John Mogan

S5M Birth Diate

Address

Logoft

[ Select ‘
Other options:

Adiust vour zearch criteria and try again.

Copyright & HIPAS Accelerator, Ine. 2000-2003, ALL RIGHTS RESERWED

‘wirsion: 2.2
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User Admin Functionality

Transferring Users (sof¢)

7. Scroll down to the User Roles section

8. Select a new organization from the drop-down box and
make any changes to the user role

9. Select primary radio button for the new organization
10. Click on the Update button

=
-
Comments (gencral comments abont or for the Jser)
=]
[ -
User Roles
Organization Privacy Specialist Reqular Uzer  User Admin Primary
U= Primary Training Organization N ™ N O
IS Third Training Crganization ;I | ¥ | o
Updste )
Allowed Worklist Viewers | Mesw ¥
Mame Start Date End Date
There are ho Allowed lorklist Viewers configured. Click pew to add one.




User Admin Functionality

Transferring Users @ of¢)

11.Remove the check for the old organization and role
12.Click on Update

| =

Comments (geheral comments about or for the dser)

User Roles

U= Primary Training Organization

U= Third Training Organization r 2

' Update )

Allowed Worklist Viewers | Py ¥

Mame Start Date End Date
There are no Alfowed Warklist Iewers confipured. Click new to aad one.




User Admin Functionality

Summary

* You should now be able to:
— Describe the process of obtaining a User Admin account
— Create user accounts
— Setup a workflow
— Setup a queue
— Create requester favorites
— Disable users

— Transfer users



Privacy Specialist/Regular User
Functionality



Privacy Specialist/Regular User Functionality

Objectives

« Upon completion of this lesson, you will be able to perform
the tool functions related to:

— Patient Records

— Disclosures

— Accounting of Disclosures
— Suspending Disclosures
— Restrictions

— Authorizations
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Patient Records

Objectives

« Upon completion of this lesson, you will be able to:
— Search for a patient record
— Add a patient record
— Create an alternative address

— Create an alternative telephone number



Patient Records

Search for a Patient Record (1.4

« The user must search for a patient record in order to:
— Track a disclosure
— ldentify an authorization or restriction

— Track a complaint
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Patient Records

Search for a Patient Record 24

1. Select the Patient Tab

Patient Search  Logoff

Friclay, June 25, 2004

Fatient User Feguests Reguester

(S User Worklist
Christopher Brown
IS Thia

U=er Worklist
My Profile Activity Reqguest . . .
My Requests Instance (o Sezzion D Activity IO SOLUrce Patient Reguester Statuz Creation Date
My Wiarklizt

There gre o gotivities on your worklist

Swvitch organizations

Copyright @ HIPA Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
‘JErsion: 2.2
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Patient Records

Search for a Patient Record of4

2. Enter the patient search criteria
3. Click on the Search button

Friday, June 25, 2004

Current Patient:
Mane

Summary
Requests
Authorization
Patient Profile
Generate Form

Patient Search

Patient

FPatient Search

Hame [First, Last)

Lzer

Reguests %/ Reguester

IFred

IThn:nmas

System 10 (the Jdentifier created by this system for the person)

——

External 1D [arn external identificr for the person)

Copyright & HIP&S Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wizrsion: I.2

Patient Search  Logoff
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Patient Records

Search for a Patient o4

4. Search Results will display

Friday, June 25, 2004 Patiert Search  Logoff
Fatient User Reguests Requester

Current Patient: Patient Search Results

Mane

Summary Search Results

Feguests ([n] Mame S5 Birth Drate Address

Authorization .

Pstiert Profile {= 60 Fred Thomas 111111111 1955-05-05 105 Chestnut St Chicago, IL 60800

Generate Form

Patiert Search (_ Select )

Other options:
Adiust vour zearch criteria and try again.
Creste & new Patient recard.

Copyright @ HIPAY Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wirsion: 2.2
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Patient Records

Add a Patient Record (1.6

 If a patient record does not exist in the PHIMT database,
then the user must add a patient record

« New patient records cannot be created without first
searching the database
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Patient Records

Add a Patient Record o)

1. Select the Patient Tab

Friday, June 25, 2004 Patiert Search  Logoff
Patient v User Fequests '/ Reguester
E“”E““ Patient: Patient Search
are

Hame (First, Lasi)

SUMmEEy I I
Requests
Avtharization System ID (the identifier created by this systerm for the persan)

Patient Profile I—
Generste Form
External 1D [an external identifier for the person)

Patiert Search

i Search )

Copyright E HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
warsion: 2.2
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Patient Records

Add a Patient Record (3 of 6)

2. Enter the patient search criteria
3. Click on the Search button

Friday, June 25, 2004

Current Patient:
Mone

SUMMEry
Reguests
Avthorization
Patient Prafile
Generate Form

Patiert Search

Patient User "/ Reguests '/ Reguester

Patient Search

Hame (First, Lasi)

IDavid IRDgers

Sy=tem ID (the identifier created by this systerm far the persan)

—

External 1D [an external identifier for the person)

Copyright @ HIP A Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
wiarsion: 2.2

Patient Search  Logoff
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Patient Records

Add a Patient Record ¢

4. If no results matched your search, select the Create a
New Patient Record hyperlink

Patient Search  Logoff

Friday, June 25, 2004

Fatient Lser Feguests Requester

E;’I;E“t Patient: Patient Search Results

SLIMITEEY Search Results
Reguests o Name = Birth Date pr—

Authorization Y
Patiert Profile There were no resuits that matched yvour search criteria.

Generate Form
Other options:

O aanin g ety adain.
Create g nevw Patient record.

Copyright @ HIP A% Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
wiarsion: 2.2

Patiert Zearch
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Patient Records

Add a Patient Record ¢

5. Enter Patient Information: (name, type, SSN, birth date,
email, FMP-SSSN)

6. Click on the Save button

Current Patient: Person Details
Mone

Hame [First, Middle, Last, Sridr)

SLMTEY IDavid Rogers
Reguests

Authorization Type

Patient Profile -

Generate Form IPahent ;I

SSH (in HHEEEER format, enter QO0-00-0000° if not known)

Patient Seatch
[sss  _|ss  _|ssss

Systemn 1D (the identiiier created by this systerm for the person)
a

Birth Date (&ith date Jn MWOLOSYYYY format)
o3 1|18 s[1988

Email {exampie: johnf@yahon. com)

Idrogers@tma.osd.mil

FMP-SSSH [Family Member Prefix and Sponsor SSN (10 xoeoo-xaoce format])
f55 N ST R

Alternate Communication Instructions fspecial instroctions to send carvespaondence ta the persan)

| =

Commenmts (general comiments 2bont or for the person)

* Save )

[
-
H

86



Patient Records

Add a Patient Record (6 of 6)

I
38

'Current Patient:

Mone

SUmmEry
Reqguests
Authorization
Patiert Profile
Generate Farm

Patiert Search

Address Details
Address Format (AP0 apd FPO addvess shodld wae USA format)

usa @ irternational

Address Line 1 (the primary address iine)
|SDD isreen Street

Address Line 2 (rormally @ suite or apartment)

City {city namme, or APD or FPO)

|Alexandria

State (wo character state fdentiffer: 1L, MN, CO, etc, or AA,AEAR for APOVFPO)
W -
Postal Code (USA: HEEREIHERE)

Timezone (specific timezone for the address)
I Eastern LI

Comments (gereral comments about or for the address)

=

*S—*

Enter Address Details: USA or International format
Click on the Save button

current Patient:
Hone

ELIMIMmArYy

Requests

~ecord Disclosure
Soccounting Suspensions
Disclosure Restrictions
thorization

Patiert Profile

Patiert Search

Address Details
Address Format (420 ard FPO addvess showld Bse USA format)

uss O International *

Country (countsy name)
IAntigua ;I
International Address Line 1

International Address Line 2

International Address Line 3

Comments (general comments about or for the address)

a&_}
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Patient Records

Create an Alternative Address (112

* A covered entity shall permit individuals to request and
shall accommodate reasonable requests by individuals to
receive communications of protected health information
from the covered health care provider by alternative
means or at alternative locations

-DoD 6025.18-R C10.2.2
-164.522

 An alternative address can only be created by a Privacy
Specialist
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Patient Records

Create an Alternative Address o.f12)

1. Select the Patient Tab

Patiert Search  Logoff

Friday, June 25, 2004

Fatient Llser Requests Requester

Erriz L User Worklist
Christopher Brown
LIS Thia,

User Worklist
Wy Profile Activity Request ef ; i
My Requests N Seszion D Activity 10 Source Patient Renuester Status Creation Date
My Worklist

There are no gctivities on yoor worklst

Switch arganizations

Copyright B HIP&S Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2
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Patient Records

Create an Alternative Address 3oi12

2. Enter the patient search criteria
3. Click on the Search button

Patient Search  Logoff

Friday, June 25, 2004

Fatient L=er "/ Reguests ./ Reguester
SITES Pl Patient Search
Mone
Hame [First, Last)
Summary IFred IThn:nmas
Requests
ALthaorization Systemn D (the Jdentifier created by this system for the person)

Patient Profile I—
Generate Form

External 1D [arn external identificr for the person)

Patient Search

Copyright & HIP&S Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wizrsion: I.2
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Patient Records

Create an Alternative Address uoi12

4. Search Results will display
5. Select the patient

Friday, June 25, 2004 Patient Search  Logoff
Fatient User Reguests Feguester

Current Patient: Patient Search Results

Miore

SUmmary Search Results

Fequests D Mame S5 Birth Drate Addrezss

Authorization )

Patiert Profile i+ G0 Fred Thomas 111111111 1955-05-05 105 Chestnut St Chicago, IL 60600

Generate Form

Patient Search Select
Other options:

Adjust your search criteria and try again.
Creste g nevw Patient record.

Copyright E HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
warsion: 2.2
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Patient Records

Create an Alternative Address ;oi12

6. Select the Patient Profile hyperlink

Friday, June 25, 2004 Patient Search  Logoff

Fatient Llser Admin FRequests Requester
Current Patient: Summaw
Fred Thomas
5054 355
Summary kem Filters | Diisplay 3
SUmmaEy
Feguests ™ an I Disclosures [ Suspensions [T Restrictions [ Reports [T Letters I authorizations [ Complaints

Record Disclosure
Accounting Suspensions
Dizclozure Restrictions

i Patient Profile

Patiert Zearch

Copyright B HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
wiarsion: 2.2
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Patient Records

Create an Alternative Address ¢of12)

7. Scroll down to the Associated Addresses box and click on
the Alternative Communication button

Alernate Communication Instructions (special instrictions to sepd correspondence to the person)

-
=
Comments (gereral comments abount or for the persan)
=
[
i Updste )
IAssuciated Addressesl ! Meswy I [ Aternste Communication )
() Street City State [} Atternate Primary
1046 105 Chestrut St Chicago IL EOG00 Mo {*

Phone Humbers | Pl )

ICr Phone Commenit Active Primary

There are cirrently no phohe nlmbers on recard for this person. Click pew to add ane.
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Patient Records

Create an Alternative Address .12

8. Enter the Address Details: USA or International format
9. Put a check in the Alternate box

tondsy, June 28, 2004 Patiert Search  Logoff
Patient User Admin Requests Requester
(EITE: [FeiiaE Patient Profile | Address Details
Fred Thomas
0505955 Address Format (AP0 and FRO address shoold wse USA format)
Use @ international
Summary
Reguests Address Line 1 (the primary address line)

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions

|1 234 Deer Lane

Autharization Address Line 2 (rormally 2 syite or apartiment)
Patient Profile I
Patient Search City ity name, ar APQ or FPO)

I.i\.shburn

State (lwo character state Jdentifier: JL, MN, CO, etc., or A4, AE AP far ARPCVFPO)
WA w

Postal Code (US4 seeassaEE)

Timezone [speciic timezane for the address)
IEastern ;I

Comments (general comments abowt or far the address)

Alternate (/S5 an alternate addvess? Al commupications will be sent to this address JFohecked)
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Patient Records

Create an Alternative Address sof12)

10. Select Approved or Denied from the Outcome drop-down

box

Accourting Suspensions
Dizclosure Restrictions
Autharization

Patient Profile

Patiert Search

I 2059 LT Larie

Address Line 2 frormally @ suite or apartment)

City (it name, or APO or FPO)

IAshburn

State (two character state identifier 1L, MN, CO, etc, or A4, AE AP for ARPVFRPO)
A -

Postal Code [LISA; s )
[22345 .|

Timezone (specific timezone for the address)
I Eastern LI

Comments (general comments abont or for the gddress)

=
=
Alternate (/s this an aiternate address? Al communications will be sent to this address i checked)

¥

Outcome (indicate whether request for aiternate address Is approved or denied)
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Patient Records

Create an Alternative Address poi12

11.0Once the outcome is selected, click on the Save button

Patiert Search

City (city hame, or APD ar FPO)

I.ﬂ.shburn

State (two character state Identifier: 1L, MN, CO, ete, or A4, AE AP for APCYFPO)
WA -

Postal Code (LISA: - RERY
22345 |

Timezone (specific timezone for the address)
IEastern ;I

Comments (gereral comments abont or for the address)

=

[

Alternate (Vs this an giternate address? All communications will be sent to this address IFchecked.)
¥

Outcome (indicate whether request for alternate address s gopraved ar denlied)

I Approved j

{T)‘
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Patient Records

Create an Alternative Address (100f12)

12. Enter an appropriate comment in the Alternate
Communication Instructions text box

13.Click on the Update button

Email (e=a e JoRatyanon. cor)]

Iﬂhumas@krystal.cum

Alternate Communication Instructions [(special instroctions to send correspndence to the person)

Fred Thamas would like all of hiz carrespondence sert to an atternate
address.

Comments (geperal corments about o for the person)

=
[

Associated Addresses | ey I Aternate Communication )
10 Street City State Zip Alternste Primary
1077 1234 Deer Ln. Azhburn WA, 22345 Yes i

1046 105 Chestnut St Chicago IL BOE00 Mo i




Patient Records

Create an Alternative Address (11f12)

13. Scroll to the bottom of the Patient Profile screen to view

the added alternative address
Email (6xample. JORmiyanoe. com)

Iﬂhumas@krystal.cnm

Alternate Communication Instructions (special instructions to send correspondence to the person)

-
=
Comments (general comments abaut ar for the person)
=l
[~
i Update )
Associated Addresses | Mewy [ Aternste Communication )
I Street City State Tip
ave 1254 Deer Ln. Ashburm R 22345
1046 105 Chestrut St Chicago IL BOE00

Phone Humbers | Mewy b

D Phone Comtment Active Primary

There are crreptiy ho phohe pmbers op Yecord for this person. Click new to add one.




Patient Records

Create an Alternative Address (12.f12)

« After an alternative address has been recorded, a note will
appear on the Patient Summary Screen

Patiert Search  Logoff

Monday, June 258, 2004

Fatient User Fequests FReguester
Current Patient: Summae
Fred Thamas
0500551 355 An aternate address exists for this patie
Summary . —
R Summary tem Filters | Display )
Avtharization ) o
Patiert Profile [ o [T Disclosures I Reports [ Letters [T tutharizations

Generate Form

Patient Search

Copyright @ HIPAS Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2
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Patient Records

Create an Alternative Telephone
__Number (104

* Individuals have the right to request an alternative
telephone number for receiving communications related to

their PHI
* An alternative telephone number can be created by
Regular Users and Privacy Specialists

100



Patient Records

Create an Alternative Telephone
Number (2 of4)

1. Scroll to the bottom of the Patient Details screen

2. Click on the New button next to Phone Numbers

Commemts (general comments about o for the person)
]
=
i Updste )
Associated Addresses | ey ¥
() Street City State Zip Atternate Pritnary
1077 1234 Deer Ln. Azhburn WA 22345 Yes s
1046 105 Chestrut St Chicago IL GOE00 Mo r
Phone Humbers
IC» Phone Comment Active Primary
There are cirrehtly ho phohe hmbers ah record for this persoh. Click hew to add one.
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Patient Records

Create an Alternative Telephone
_ Number (3 of 4)

-
3. The Phone Number Details screen will display (choose
USA or International format)
4. Type in the phone number and enter any comments
5. Click on the Save button
e Patient User Reguests Requester o Patient Lser Fequests Requester

Current Patient:
Fred Thomas
050541955

SLmmary
Requests
Autharization
Patient Profile
Generate Form

Patiert Search

Phone Number Details
Phone Format

usa ¥ international

Phone Humber (area cade, phone humber, and extension if applicable)

dess g hza _famer e 222

Comments (gereral comments about or for the phone)

This is & cell phone numkber with voice mail.

Current Patient:
Fred Thomas
05/05H 955

Summary
Recuests
Autharization
Pstient Profile
Generate Form

Patiert Search

Phone Number Details

Phone Format
usa Wirternational

Phone Humber (enter conptnecode, areg code and phone pumber together, followed b

[123-4587 ext. [222
Comments (geheral cormments abont or for the phone)
Thiz iz & cell phone number with voice mail. d
[ -
Active (/s ths an gctive phone? Inactive phopes are going to be removed fram display 8
v
{ Update
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Patient Records

Create an Alternative Telephone

__Number @014

6. The phone number you added will appear on the Patient

Details screen

Comments (gereral comments about or for the person)

=l
[
i Update )
Associated Addresses | MEnns ¥
ICr Street City State Lip Alternste Primary
1077 1234 Deer L. Azhburn WA, 22345 Yes (s
104 103 Chestnot =t Chicaon IL GOG00 0] '
Phone Humbers | Py ¥
IC» Phone Commerit Active Primary
b= 'y

/ﬂ [S557 123-4867 x222 Thiz iz a cell phone numker with vaice
tmiail.
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Patient Records

Summary

* You should now be able to:
— Search for a patient record
— Add a patient record
— Create an alternative address

— Create an alternative telephone number
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Disclosures

Objectives

« Upon completion of this lesson, you will be able to:
— Record a request for disclosure as a Regular User
— Record a disclosure as a Privacy Specialist
— Approve/deny a disclosure

— Amend a disclosure
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Disclosures

Recording a Request for Disclosure (10112

Individuals have the right to an accounting of disclosures
DoD 6025.18-R requires us to record specific information

Chapter 13 pertains to the Accounting of Disclosures
Policy

Regular Users record requests for disclosures and route
them to their Privacy Specialist for approval or denial
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Disclosures

Recording a Request for Disclosure of12

1. Select the Requests Tab
2. Click on the Disclosure Radio Button
3. Click on the Next button

Friday, July 2, 2004 / Patiert Search  Logoff
Patient

Llser Requests Requester

ﬁ:;;*‘-“* SRR Create New Request

Select Request Type

Create Mew Feguest
Search for a Request v Disclosure h

¢~ Disclosure Accounting

Nt h
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Disclosures

Recording a Request for Disclosure sof12

4. Enter patient search criteria
5. Click on the Search button

Friclay, July 2, 2004 Patient Search  Logoff
Fatient User Reqguests Reguester
Current Request: Select Patient
Disclozure S — — .
® @ ® ® ®
Create Mew Reguest

Search for a Reguest Patient Search

Hame (First, Lasi)

IFred ITthas

System ID (the identifier created by this system far the persaon)

—

External 1D [an external identifier for the person)
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Disclosures

Recording a Request for Disclosure @of12

6. Select the radio button next to the patient’s name
7. Click on the Select button

Fricay, July 2, 2004 Patient Search  Logoff

Fatient Lser Reqguests Feguester

Current Request: Select Patient

Dizclosure
@ [ 2] [ 3) [ 4

(3) (4) (5)

Create Mew Reguest .
Search for a Regquest Patient Search Results

Search Results
ICr

Matne =N Birth Date Addrezz
# v 60 Fred Thomas 1111111141 1955-05-05 1234 Deer Ln. &shburn, WA 22345
# ( Selezt )

Other options:

Adiust vour search criteria and try again.
Creste a new Patient record.

110



Disclosures

Recording a Request for Disclosure of12

« |f the request is being made by the patient themselves,
8. Click on the Select button next to the patient’s name

Friday, July 2, 2004

Current Request:
Dizclosure

Create Mew Request
Search for a Request

Patient Search  Logoff

Patient User Reguests Requester

Select Patient Select Requester

® ® ®

Requester Search

Choose one of the following options:

A. Select the Patient (ihe request is belng made by the Patient themseles)

IFred Thamas

() h

B. Select a Third-Party Organization (2 thirclpanty requester, shch a5 2 law enforcerment agency of InsQrance company)

ILaW Offices of Jog Gibbe, 1411 Jefferson Davis, Arlington, VA 20220 LI { Select )

C. Search for a Person (search for another persan, or add a new ane*)

Hame (First, Last An * may be ysed 25 8 wildcard))

System 0 (the identification number created by this system for the persan)

¥ Include Patient Records

I ¥ Include Maon-Patient Recards
FMP-SSH (an external identitier for the person)

I ( Search )

0. Search for an Organization (search for another organization, or add & new one®)

Hame (A or part of the narme of the organization. An * may be waed a5 a wildcard)
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Disclosures

Recording a Request for Disclosure o 12

9. Confirm Requester and Recipient Details
10. Click on the Next button

Friday, July 2, 2004 Patient Search  Logaoff
Fatient Lser Reguests Reguester

Current Request: Select Patient Select Requester

Dizclosure

®

Create Mewy Request L. .
search fora Request  Confirm Requester and Recipient Details

Patient: Fred Thomas

Date of Birth: 1955-05-05

SSH: 1111111

Address: 1234 Deer Ln., Ashburn, WA
22345

Requester: Fred Thomas change
Address: 1234 Deer Ln., Ashburn, ¥a 22395 ¥ | add New

Recipient: Same as requester
et & different recipient

) (T )h
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Disclosures

Recording a Request for Disclosure 7of12

11.Enter in the Request Details: (details of the request,

identity verification, and authority verification)

Thursday, July §, 2004

Current Request:
Disclosure

Creste Mewy Reguest
Search for a Reguest

Patient Search

Patient User Requests Regquester

Select Patient Select Requester  Request Details

©) (2) ® (@) (5)

Request Details

Details of the Request [requester's comments, or Instrictions about this request)

Requester Identity Yerified (was the requester's identity verified?)
| Patient idertifier |

Deszcription of Requester Identity Verification (i the requester's identity was verified, how was it verified?)

license -
-

Requester Authority Verified (was the requester's authonty to access information verified?)
|Pa‘tierrt iz Requester j

Description of Requester Authority Verification (F the requesier's authority was verified, how was it verified?)
patient is requester ﬂ
-

Information Start Date (the stant date for the informabion in MMWOODSYY format)
| =

Information End Date (the end date for the Information In MMWOOSYYYY format)

 E=H

Logoff
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Disclosures

Recording a Request for Disclosure @of12

12.Scroll down the screen and enter: (Information start and
end date, request format, and request classification)

13. Click on the Next button

Requester Identity Verified (was the requester's identity verified?)
| Patiert dertifier x|

Description of Requester Identity Yerification (i the requester's ldentily was verified, how was it verified?)

license &
>

Requester Authority Yerified (was the reguesters agthority to access Information verified?)
IPatierrt iz Requester LI

Description of Requester Authority Verification (f the requester's gutharity was verified, how was T veriled?)
patient is requester ﬂ
w

Information Start Date (the start date for the information Tn MIWOLWYYY format)

|nsm3mnu4 v|

Information End Date [the end date for the Information in MMWOL Y format)

|nmsﬂnn4 v|

Request Format (the format in which this request has been recelved)

IReceived Request in Writing LI

Request Classification [an optional classification for this request)

[Uncefined
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Disclosures

Recording a Request for Disclosure o 12

13.Enter in the Disclosure Details: (Disclosure type, status,
disclosure date, treatment start and end date, origin
organization, disclosure purpose)

Thursday, July &, 2004 Patient Search  Logoff

Patient User Requests Reguester

(UGS (R etk Select Patient  Select Requester  Reruest Details UEDTEATIE
Disclosure Detailz

(1) (2) (3) @ (s)
Creste Mevy Reguest

Search for & Reguest . .
Disclosure Details

Disclosure Type (the boe of disclosare)

|Law Enforcement Purposes

Disclosure Status (the status of the disclosare)
IPending vI
Disclosure Date (the disclosare date In MWOLYYYYY format)

|nmamu4 v|

Treatment Start Date (the sendce start date in MMWOOSYYYY format)

[o5r29e2004 v|

Treatment End Date (the senvice end date in MM DDVYYYY format)

|Dmsmu4 v|

Origin Organization (where the disclosure originated)

| 15t MED GRP-LANGLEY =]

Disclosure Purpose (the purpose of the disclosure)

ILaW Enforcement

- . 115




Disclosures

Recording a Request for Disclosure (10 of 12)

14. Scroll down the screen and enter: (PHI description and
disclosure comments)

15. Click on the Next button

Disclosure Purpose (the paseose of the disclosiee)
|Law Enforcement LI
Cther:

| E

Protected Health Information Description (the description of the Protected Health information disclosed)

Camplete Health Record(s)
Consultation Report(s)
Discharge Summary

History and Physical Examination
Lakaratory Test(s)

Operative Report(s)

Pathology Report(=)

Progress Motes

7
r
-
r
r
-
r
r

Cther:

3

Disclosure Comments (the INTERNAL comments for this disciosure - these do NOT show 0p Jn the Protected Health information
disclosure report)

116




Disclosures

Recording a Request for Disclosure (11 0f12)

16. Enter in the Request Action Details

17.From the Action drop-down box, select the appropriate
routing option (Privacy Specialist)

18.Click on the Save button

Patient User Reguests Reqguester

Current Request: Select Patient Select Requester Fequest Details Dizclosure Detail:  Request Action
Dizclazure ¢ —1-..} ( —2-..} ( —3—-.} ( l‘.-":. @

Create Newr Reguest
Search for & Reguast Request Action
Patient
Hame: Fred Thomas
SEH A& 11111111
Birth Date: 05-05-1355
Address: 1234 Deer Ln., Ashburn, W& 22345

Requester Recipient
Hame: Fred Thamas
Address: 1234 Deer Ln., Ashburn, V& 22345

Details of the Request (requester's comments abont the scope of this request)

Approved Part (for parially approved requests, describe pant of requesi that was approved)

3
-

Denied Part (for partially denied requests, describe part of request that was denled)

Action (gction for this request)
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Disclosures

Recording a Request for Disclosure (12of 12)

19. The Disclosure Request Summary will display

Thurzday, July 5, 2004 Patient Search  Logoff
Patient User Requests Requester
Clurrem Request: Request Summary
Disclosure
Patient
Summary Hame: Fred Thomas
History SSH&Z& 111111111
Documerts Birth Date: 05-05-1955

Request Details
Dizclozure Details
Request Action

Address: 1234 Deer Ln., Ashburn, WA 22345
Requester Recipient

Hame: Fred Thomas

Create Mew Reguest Address: 1234 Deer Ln., Ashburn, VA 22345

Search for & Request

Request Status: Routed for Approval

Other Request Details
Description Details

Request Type Disclozure

Detailz of the Request

Disclosure Type Type: Law Enforcement Purposes, 10 54, Date: 07/05/2004
Start Date 06032004

End Date 07052004

PHI tems Complete Health Recard(s)

Avthority Yerified Patient iz Requester

erify suthority Text patient is requester

Idertity “Verified Patient Iderntifier

Werify ldertity Text licensze

Route to Privacy Specialist Wes

Raniast Massification lndafinsd
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Disclosures

Approving/Denying a Disclosure (1of4

* Once a Regular User routes a request for disclosure to
the Privacy Specialist, the request will display in the
Privacy Specialist’s work list

« The Privacy Specialist will then approve or deny the
request
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Disclosures

Approving/Denying a Disclosure (2of4)

1. Select the User tab
2. Select My Worklist hyperlink

3. Select the Edit hyperlink for the disclosure that the
Privacy Specialist will approve or deny

Thursday, July &, 2004 [ Patient Search  Logoff
Fatient Usear Admin Feguests Reguester

Ellulres Lz User Worklist
John Rogan

LIS Pritmary Training
Croganization

User Worklist
] Activity Reguest L . Crestion
iy Profile Instance ID Session 0 Activity I Source Patient Reguester  Status Diste
My Reguests ) .
Py Wior Kl 3 59 Request Approval (Disclosure) Fred Fred Action o7 nSiEa0d
K Thomas  Thomas  Pending
Switch orgamzall edit 72 65 Acknowledge Completed Request & Print Documents Jane Doe Jane Doe  Action  O7/07/2004

[Public Recards) Pending

Copyright @ HIPA& Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
hwiarsion: 2.2
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Disclosures

Approving/Denying a Disclosure @of4)

4. Select Approved or Denied from the Activity Status drop-
down box

Click on the Update button

5.

SuUmmaEry

Histary
Documents
Reguest Details
Disclosure Details
Request Action

Create Mew Request
Search for a Request

Patient

Hame: Fred Thomas

SSH & 111111111

Birth Date: 05-05-1955

Address: 1234 Deer Ln., Ashburn, WA 22345

RequesterRecipient
Hame: Fred Thomas
Address: 1234 Deer Ln., Ashhurn, %A 22343

Instructions

IRequest Approval (Disclosure)

Activity Status (rew activity statls code )
Approved
Acti

141

on Pending

1| equest that was appraved)

Denied '

FY
Cancelled j
Route to Privacy Specialist

Route to Cther User
ETITET T [Tor e oeTy SRRV eE e sts, describe part of request that was denied)

Route Completed Request to Originator (rouie to the request creatar for acknowledgement & document preparation)

-

Comments fenter delalls about this activity)

cUpTh

B
[ -
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Disclosures

Approving/Denying a Disclosure @of4

« The approved/denied request will display in the Request
Activity History box

Thursday, July 5, 2004

Current Request:
Dizclasure

SUmmary

History
Documents
Request Details
Disclosure Details
Reqguest Action

Create Mew Reguest
Search for a Request

Patient

Edit Request

Reque=t Activity History

Activity Request
Instance I Session D

73 B9

ser Admin

Reguest Approval (Disclosure)

Patient Search  Logoff

Fequests Requester

Creation
Date

Fred Thomas  Fred Thomas  John Mogan!  Approsed 0705872004

Activity 1D Source  Pstient Id Requester Id L=zer Statusz

Request Ses<ion Details
Description

Request Type

[ Edit !
Details

Dizclosure

Details of the Reguest

Disclosure Type

Type: Laww Enforcement Purpozes, ID: 54, Date: 07082004

Start Date QEM32004
Enic} Date O70gs2004
FHI kems Complete Health Recard(s)

Authority Verified

Patiert iz Requester

Verify Authority Text patient is requester
Icertity Verified Patiert Idertifier
Verify dertity Text license

Route to Privacy Specialist Yes

Request Classification Undefined

Request Formst

Received Reguest in Whiting
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Disclosures

Recording a Disclosure (1 ofs

» Privacy Specialists have the ability to record and approve
disclosures in one step

« This eliminates the two step process of recording the
request, routing it to their work list, and then approving it
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Disclosures

Recording a Disclosure (2ofs

1. Select the Patient tab
2. Enter patient search criteria
3. Click on the Search button

Patient Search  Logoff

Thursday, July 5, 2004
PatieKJser Admin “/ Requests ./ FRequester

Current Patient: Patient Search
Mone

Hame (First Last)

SUMmary IJEI’IE IDIIIE

Fequests

Record Dizclosure Swyetemn 1D (the identifier created by this system for the person)
Accourting Suspensions I—

Dizclosure Restrictions

i’ggﬂ%ﬂﬁg External 1D (an sxiternal identifier for the persan)

(ﬂh

Patient Zearch
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Disclosures

Recording a Disclosure ofs

4. Click on the radio button for the appropriate patient
5. Click on the Select button

Thursday, July 5, 2004 Patiert Search  Logoff
Fatient Lser Admin Fequests Reguester
E“”E“‘ Patient: Patient Search Results
ane

Search Results

SUMmary
Fequests D Matme S5 Birth Diate: Addrezz
Record Disclosure
e T P 39 Jane Doe 123456789 1980-01-01 99 Maple St Boston, kA, 22323
Lisclosure Restrictions FMPLSSSN 01-565765768 (2004-07-07 to 2004-07-07)
Avtharization
Patient Profile
. [ Select
Patient Search

Other options:
Adiust vour zearch criteria and try adain.

Creste & new Patient record.
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Disclosures

Recording a Disclosure (ofs

6. Select the Record Disclosure hyperlink

Thursday, July &, 2004 Patient Search  Logoff
Patient User Admin Fequests Requester

Current Patient: Summaw

Jane Doe

01401 11980 & restriction of disclosures exists for this patient.

FrP-SS5M:01 - . . .

SESTESTER An alternate address exizts for thiz patient.

Summary Summary kem Filters | Dizplay ¥

Requests

Record Disclos |- All |- Dizclosures |- Suspensions |- Restrictions |- Reports |- Letters |- Authorizations |- Complaints

Accourting Susp
Dizclozure Restrictions

Authorization
Patient Prafile
C ight @ HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
Patiert Search T B
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Disclosures

Recording a Disclosure ofs

/. Record the disclosure details: (requester, authority, form,
date, recipient, disclosure type)

8. Select the Disclosure Status from the drop-down box

Thursday, July 8, 2004

Current Patient:
Jane Doe
01011980
FRP-SSSM:01 -
SESTESTES

SUmImErY

Requests

Record Dizclosure
Accounting Suspensions
Disclosure Restrictions
Autharization

Patient Profile

Patient Search

Patient Uszer Admin Regquests Reguester

Record Disclosure

Requester (the arganization or persan requesting the disclosure)

Mame: Jane Doe

Address; 99 Maple St, Boston, M4, 22323
Phione:

Contact Persan:

Requester Authority (the authonty of the requester)
IPatient iz Requester

Request Form (the farm of the disclosire request)

I Received Request in Wirting x|

Request Date (the disclosure request date In MWDV format)

[p7rmaz004 v|

Recipient (the organization or person whete the disclosure went) | Change 3

Mame: Jane Doe

Address: 99 Maple St, Boston, Ma 22323
Phone:

Contact Person:

Disclosure Type (the iype of disclosare)

ILaW Enforcement Purposes

Disclosure Status (ihe statys of the disclosure)

Undefined -

Cancelled

& IS DY favmmat)
Pending -
Undefined

Patiert Search  Logoff

Click on the
Change button
to change
requester or
recipient
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Disclosures

Recording a Disclosure ofs

9. Scroll down the screen and enter: (treatment start and
end date, origin organization, disclosure purpose, and

description

|Complete LI

Disclosure Date (the disciosyre date in MO format)

|Dmmuo4 v|

Treatment Start Date (the reatment or service start date jin MIWOLSYYYY format)
|Dsmr2004 v|

Treatment End Date (the tregtment or service end date in MM OLDSWYY farmat)

|omar2004 v|

Treatment ldentifier (the treatrment or service identifier)

Origin Organization (where the disclosure originated)

|US Primary Training Crganization ;I

Disclosure Purpose (the parpose of the disclosire)

ILaw Enfarcement
Cther:

Protected Health Information Description (the description of the Protected Heaith information disclosed)

I Complete Health Recaord(s)
Consultation Repaort(s)
Digcharge Summary

History and Physical Examination

Cperative Report(s)

Pathology Repart(s)

r
r
r
- Lahoratory Test(s)
r
r
r

Progress Motes
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Disclosures

Recording a Disclosure (7 ofs

10. Scroll down to the bottom of the screen and click on the
Save button

= L e ey

O Pathalogy Reporti(=)

|_ Progress Maotes
Cther:

| =

Digclosure Comments the INTERNAL comments for this disciosire - these do NOT show wp in the Protectsd Health information
disclosire report)
A

[~

Improper Disclosure (checkhed [Fifls discloswre aocdred Impraperi)

-

Improper Disclosure Description (the details about the Impraper disclosure)

M =

Improper Disclosure Mitigation (the delails aboat how the Impraper disclosyve was mitigated)

B

(T?h
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Disclosures

Recording a Disclosure ofs

 The disclosure is now complete and only the disclosure
comments and improper fields can be updated

Thursday, July &, 2004 Patiert Search  Logoff
Patient User Admin Reguests Requester
L [FET g Record Disclosure
Jane Dog
01,014 9580
PSS The status of this disclosure is complete, only the disclosure comments and improper disclosure fields can be
SESTESTES
updated.
Summary Requester (the arganization ar persan requesting the disclosure)
Reguests Name: Jane Doe
Record Disclosure Address: 99 Maple St, Boston, M 22323
Accounting Suspensions Phane:
Disclosure Restrictions Contact Parson:
Authorization '
Ptiert Profils Requester Authority (the suthorily of the requester)
Patient Search [Patiert is Requester [
Request Form (the form of the disclosure request)
I Received Reguest in Writing ;I

Request Date (ihe disclospre request date in MMWOLSWY Y format)

ID?IDEEJQDD4

Recipient (the organization or person where the disclosire went)

Mame: Jane Doe

Address: 99 Maple St, Boston, WA, 22323
Phone:

Contact Person:

Disclosure Type (the bpe of disclosive)

ILaW Enforcemnent Purposes LI

Disclosure Status (the status of the disclosure)

ICDmpIete VI

Disclosure Date (the disciosyre date in MIWOLOSYYYY format)
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Disclosures

Amending Disclosures (1 of5

* As a Privacy Specialist you are authorized to label a
disclosure as Improper

* Once a Disclosure status is marked as completed, it can
only be amended by marking it as an Improper Disclosure

— The disclosure was made incorrectly
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Disclosures

Amending Disclosures (2of5

1. Select the Patient tab
2. Search for and select the patient

Thurzcday, July §, 2004 " Patient Search  Logoff
Patien Llser Admin Requests Requester

Current Patient: Patient Search Results
Fred Thomas
0505 955
Search Results
SUmmary I Patme S5 Birth Date Addrezs
Requests
Recaord Disclosure (» 60 Fred Thomas 1711111111 1955-05-05 1234 Deer Ln. &zhburn, Yo, 22345

Accourting Suspensions
Dizclozure Restrictions

Authorization [ Select
Patient Profile

Patient Sestch Other options:
Adiuzt your search criteria and try adgain.

Create g neww Patient record.

Copyright @ HIP A Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
wiarsion: 2.2
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Disclosures

Amending Disclosures (2of5

3. Place a check in the Disclosures box and click on the
Display button

Patiert Search  Logoff

Thursday, July §, 2004

Patient User Admin Requests Requester
Current Patient: Summ ary
Fred Thomas
0300551 355 &n alternate address exists for this patient.
SLmimaty! : —k
Requests Summary tem Fitters | Dizplay 2

Record Dizclosure
Arcounting Suspensions T 21 W pizclosures §T° Suspensions [ Restrictions [ Reports [T Letters [ suthorizations [ Complaints

Dizclozure Restrictions
Authorization
Patient Prafile

Patiert Search Copyright @ HIPAS Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
“iersion: 2.2
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Disclosures

Amending Disclosures of5

3. Select the ID hyperlink for the disclosure that you want to
amend

a6 070972004 As Reguired by Law U= Primary FBl _omplete Health Wiorkers Comp Pending
Training Record(s)
Organization
39 07092004 Avert Serious Threats to LS Primary Dizahlity Complete Health Aftarney Pending
Health or Safety Training Determination  Record(s)
Organization Services
47 07092004 Judicial and Administrative  US Primary Tennessee Complete Health Law Enforcement Pending
Proceedings Training Dept. of Health Record(s)
Organization
45 07092004 Judicial and Administrative  US Primary Tennesses Complete Health Law Enforcement Complete
Proceeding= Training Dept. of Health Recordi(s)
Organization
32 07092004 About Decederts U= Primary FBI Complete Health Subpoena Pending
Training Record(s)
Organization
22 07092004 Inmates in Correctional U= Primary Department of  Complste Health Medical Pending
Institutions or in Custody Training “eterans Record(s)
Organization Affairs
42 070972004 Cadaswer Organ, Eye, or U= Primary Dizahlity Complete Health At Pending

Tizzue Donation Purposes  Training Determination  Record(s)

S4 070872004 Law Enforcement 13t MED GRP- Fred Thomas  Complete Health Law Enforcement Complete
Purposes LAMGLEY Record(s)

Training Record(s)
Organization
2 07072004 Law Enforcement MEDC NATTC Fred Thomas  Complste Health Adtorney Pending
Purposes PEMSACOLA Record(s)
1 07012004 Ciher LS Thik Fred Thomas  Complete Health Medical Pending
Record(s)

134



Disclosures

Amending Disclosures (of5

4. The Record Disclosure screen will display

Thursday, July 8, 2004

Current Patient:
Fred Thomas
051050 935

SUmmary

Requests

Recard Disclosure
Accourting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Patiert Search

Patiert Search

Patient User Adrnin Requests Requester

Record Disclosure

The status of thig disclosure is complete, only the disclosure comments and improper disclosure fields can be
updated.

Requester (the arganization or person requesting the disclasure)

Mame: Fred Thomas

Acdress: 1234 Deer Ln., Ashburn, VA 22345
Phone: (555 123-4567 x222

Contact Person:

Requester Authority (#he suthority of the reqiiester)
IUndefined ;I

Request Form (the form of the disciosire request)

|Received Request in Wiiting j

Request Date (the disciosure request date In MM OOS WYY formeat)

—

Recipient (the organization or person where the disclosire went)

Mame: Fred Thomas

Acdress: 1234 Deer Ln., Ashburn, Y& 22345
Phore:

Contact Person:

Disclosure Type (the hie of disclosire)

|Law Enforcement Purposes LI

Disclosure Status (the slatus of the disclosare)

ICumpIe’[e VI

Logotf
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Disclosures

Amending Disclosures of5

5.

Scroll to the bottom of the screen and place a check in
the Improper Disclosure checkbox

Enter a description of the Improper Disclosure and
mitigation
Click on the Update button

Crher:

3

Disclosure Comments [(the INTERNAL comments for tls disciosive - these oo NOT show up in the Protected Health information
disclosive repart)

Impropeg Disclosure [(checked T s disclosare occured improperiy)
F«

Improper Disclogure Description (the details abowt the improper disclosare)

=zent to wrong address

Improper Dizclosure Mitigation (Hhe detalls about how the improper disclosive was mitigated)

Privacy Officer spoke with patient
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Disclosures

Summary

* You should now be able to:
— Record a request for disclosure as a Regular User
— Record a disclosure as a Privacy Specialist
— Approve/deny the disclosure

— Amend a disclosure

137



Accounting of Disclosures



Accounting of Disclosures

Objectives

* Once you have completed this lesson, you will be able to:
— Record a request for an accounting of disclosures
— Approve/deny a request for an accounting of disclosures

— Generate an accounting of disclosures report
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Accounting of Disclosures

Recording a Request (10f9)

« An individual has a right to receive an accounting of
disclosures of protected health information made by a

covered entity in the 6 years prior to the date that the
accounting is requested

— DoD 6025.18-R Chapter 13

* Regular Users and Privacy Specialists can record a
request for an accounting of disclosures

* Only Privacy Specialists can approve or deny the request
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Accounting of Disclosures

Recording a Request (20f9)

1. Select the Requests Tab

2. Select Create New Request hyperlink and/or click on the
radio button for Disclosure Accounting

3. Click on the Next button

Thursday, July 1, 2004 / Patient Search  Logoff
. Admin FHeguests Feguester

Patient Lser
TR HETEEE Create New Request
Mone
Select Request Type
£ L {~  Complaint

¢~ Disclosure

» = Disclosure Accourting
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Accounting of Disclosures

Recording a Request of9)

4. Search for or select the patient
5. Click on the OK button

Thursday, July 1, 2004 Patient Search  Logoff)
Patient Lzer Admin Requests Reguester

Current Request: Select Patient

Dizclosure Accounting @ (2 [' 3 ) (a

Create Meww Request .
Search for & Reguest Patient Search

Use the current person:

Hame: Fred Thomas
SSH & 111111111
Birth Date: 05-05-1955

Address: 1234 Deer Ln., Ashburn, W8 22345 { Ok «
-or -

Search for another person:
Hame (First Last)

System ID (the fdentifier created by this system for the person)

—_

External I {an external identifier for the persan)

———
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Accounting of Disclosures

Recording a Request (or9)

6. Select the requester (patient is requesting an accounting
of disclosures)

Thursday, July 1, 2004 Patient Search  Logoff
Fatient User Admin Requests Requester

Current Request: Select Patient Select Requester

Dizclazure Accaourting ['__1_:;. @ lj“._?n-:} |j'_}{:".

Create Mewy Request
Search for & Reguest Requester Search

Choose one of the following options:

A. Select the Patient (the request /s being made by the Patient themselves)

[Fred Thomas i Select 3

B. Select a Third-Party Organization (2 thirdiparty requester, such as g law enforcement anency ar INSQrance company

ILaW Offices of Joe Gibhs, 1411 Jefferson Davis, Adington, A, 20220 j i Select "1

C. Search for a Person (search for ahother persoh, oF add 8 new ope®)

Hame (First Last An * may be Beed 35 3 wildcard.)

System ID (the identification namber created by this aystem for the person)

FMP-SSH (2 external identifier for the person)

I { Search )

¥ Inciude Patient Recards
¥ Include Mon-Patiert Records
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Accounting of Disclosures

Recording a Request ;of9)

/.

Confirm requester and recipient details (patient is
requester)

Click on the Next button

Thursday, July 5, 2004

Current Request:
Dizclosure Accounting

Create Mew Reguest
Search for a Request

Patient ser Adrmin

Select Patiert Select Requester

®

Confirm Requester and Recipient Details

Patient: Fred Thomas

Date of Birth: 1955-05-05

SEH: 111111111

Address: 1234 Deer Ln., &shburn, WA
22345

Requester: Fred Thomas change
Address: 1234 Deer Ln., Ashburn, YA 22345 | sdd Mew

Recipient: Same as requester
zet a different recipient

( Back ) hext h

Requests

(4)

Requester

Patiert Search

Lagaff
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Accounting of Disclosures

Recording a Request of9)

9.

Enter the Request Details: (details of the request, identity
verification, authority verification)

Thursday, July &, 2004

Current Reques=st:
Dizclozure Accounting

Create Mew Reqguest
Search for a Request

Patient Search

Patient Lser Admin Requests Requester

Select Patient Zelect Requester Request Details

e — -
(1) (2} .@ (4)

Request Details

Details of the Request [requester's comments, ar Instructions about this reguest)

patiert is requesting an accounting of diclzoures

Requester Identity Verified [was the requester's identily verified?)
IScu:ial Security Mumber ;I

Description of Requester ldentity Verification (7 the requester's ldentity was verified, how was it verified?)

mmilitary 1D &
.

Requester Authority Verified (was the requesters gutharity to gecess information verified?)
IF‘atierd iz Reguester ;I

Description of Requester Authority Verification ¢ the requester's aothority was verlfied, how was it verified?)

patiert is requester

Logoff
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Accounting of Disclosures

Recording a Request (7of9)

10. Scroll down the screen and enter: (Information start and
end date, request format, and request classification)

11.Click on the Next button

patiert is requesting an accounting of diclsoures

L

Requester ldentity Yerified (was the requesters identity verified?)
|Social Securty Mumber j

Description of Requester Identity Verification (if the requester's identity was verified, how was it verified?)

rmilitzry 1D ﬂ

Requester Authority Verified (was the requester's authority to access information verified?)
|Patier|t iz Requester ;I

Description of Requester Authority Verification (f the requester's authority was verified, how was it verified?)
patiert iz requester ﬂ
.

Information Start Date (the start date for the Information in MWDV format)
|D4r1 412003 v|
Information End Date (the end date for the Information in MWOLDSYYCY farmat)

070812004 v|

Request Format (the format in which this request has been recelved)

IReceived Request in \Writing ;I

Request Classification (an aptional classification for this request)
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Accounting of Disclosures

Recording a Request s of9)

12.Enter in the Request Action details

13. From the Action drop-down box, select the appropriate

person to route the request to
14.Click on the Save button

Thursday, July § 2004

Current Request:
Disclosure Accounting

Create Mew Reguest
Search for a Reguest

Patient User Adrnin Requests

Select Patient Select Reguester Recquest Details Request Action

® ©)] ® ®

Request Action

Patient

Hame: Fred Thomaz

SSH & 111111111

Birth Date: 05-03-1355

Address: 1234 Deer Ln., Ashburn, WA 22345

RequesterRecipient
Hame: Fred Thomas
Address: 1234 Deer Ln., Ashburn, YA 22345

Detailz of the Req t tor's ts about the scope of this request)
patient is requesting an accounting of diclsoures

Approved Part (for partially approved requests, describe part of request that was approved)

Requester

Denied Part (for partially denied requests, describe part of request that was denied)

13

A

Action {aciion for this request)

Route to My Wirklist

13

A

Patient Search  Loooff
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Accounting of Disclosures

Recording a Request (vof9)

 The Request Summary screen will display

Thursday, July 8, 2004

Current Request:

: , Request Summary
Disclosure Accounting

Patient

Hame: Fred Thomas
SSH & 111111111
Birth Date: 05-05-1955

Summary
Hiztary
Documents
Request Detailz
Request Action
RequesterRecipient

Create Mew Request Hame: Fred Thomas

Search far a Reguest

Other Request Details
Description

Reqguest Type

Patient User

Adrmin Reguests

Address: 1234 Deer Ln., Ashburn, WA 22345

Address: 1234 Deer Ln., Ashburn, %2 22345

Request Status: Routed Fequest For Acceptance

Dretailz

Dizclosure Accounting

Requester

Patient Search

Logoff

Detailz of the Reguest

patient is requesting an accounting of diclsoures

Start Date

0451472003

End Date

07 08/2004

Lutharity erified

Patient iz Requester

Werify Authority Text

patiert is reguester

ldertity “erified

Social Security Mumber

Werify Idertity Text

military 10

Reqguest Classification

Attorney

Reguest Format

Received Reguest in Witing
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Accounting of Disclosures

Approving/Denying a Request (1014

« Once arequest for an accounting of disclosures has been
recorded, a Privacy Specialist must approve or deny the
request

* Once routed, the request will display in the Privacy
Specialist’s work list
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Accounting of Disclosures

Approving/Denying a Request (2014

1. Select the User tab
2. Select My Worklist hyperlink

3. Select the Edit hyperlink for that disclosure accounting

that you will approve or deny

Thurzdsay, July 8, 2004 E/ Patient Search  Logoff
Fatient E: Admin Requests Reguester

A L User Worklist
John Mogan
= Primary Training
] izati
=i User Worklist
] Activity Request L . Creation
EY ;mmest Instance ID Session D Activity IC Source  Patient Reguester  Status Dite
v Requests
by Wik ?’ 1 Request Acceptance (Disclosure Accounting) Fred Fred Action OFmar2004
Thomas Thomasz  Pending
Switch orgehi edit 72 B8 Acknowledge Completed Request & Print Documents Jane Doe Jame Doe Action  07/07i2004
[Public Records) Pending

Copyright @ HIPAS Accelergtor, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2
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Accounting of Disclosures

Approving/Denying a Request of4)

* The Edit Activity Details screen will display
4. Select Accepted or Denied from the Activity Status drop-

down box

5. Click on the Update button

Thursday, July 5, 2004

Current Request:
Disclozure Accounting

Summary
Histary
Documents
Request Details
Reqguest Action

Create Mew Reguest
Search for a Request

Patient User Admin Reguests

Edit Activity Details

Patient

Hame: Fred Thomas

SSH & 11111111

Birth Date: 05-05-1355

Address: 1234 Deer Ln., &zhburn, YA 22345

Reguester

RequesterRecipient
Hame: Fred Thomas
Address: 1234 Deer Ln., Ashburn, YA 22343

Instructions

|Request Acceptance (Disclosure Accounting)

Activity Status (rew activily status code )
I Accepted

W, describe part of request that was appraved)

13

A

Route to Privacy Specialist

Route to Cther User
n o TR SRRTOVET ests, Wescribe part of request that was denied)

13

A

Comments (enter detalls about this activity)

K

Patient Search

Logoff

(Wh
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Accounting of Disclosures

Approving/Denying a Request (of4)

 The Disclosure Accounting Request screen will display
with the approved accounting of disclosures

Thursday, July &, 2004 Patiert Search  Logoft

Fatient ser Admin Reguests Requester

Current Request: Disclosure Accounting Request
Disclosure Accounting

Reportable Disclosures fchecked disciosyres will ba incindad in the disciosyra acconiting report, susperded

ﬁ!.;rtnmary disclosures are fighlighted in red)
istary . o
Documents Incluce D'SC:BSL"E’ Date Type Ciigin REEC;;;””Q PHI Purposs Status
Request Details ¥
Reguest Action F 3 07M 052004 About Decederts  US Primary Fred Complete Health Attorney Complete
Training Thomasz Record(s)
Organization
Create Mew Redguest — -
Search for a Request = 43 070852004 Judicial and UZ Primary Tenneszes  Complete Health Law Enforcement Complete
Administrative Training Dept. of Record(s)
Proceedings Organization Health
= 54 07082004 Law Enforcement 13t MED GRP-  Fred Complete Health Law Enfarcemert Complete
Purpozes LAMGLEY Thomas Record(s)
Disclosures Accounting Suspensions
SUSFJIE“SID” Suspended Disclosure Identifier  Start Date  End Date Comments
4 The specific dizclosure of type Law 07 032004 07082004

Enforcement Purposes that occured on
07/08/2004 with & dizclozure ID of 54

( Creste )
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Accounting of Disclosures

Generating an Accounting of
_ Disclosures Report (104

« An accounting of disclosures report is a summary of all of
the disclosures made for a particular patient

— Pending disclosures will not display in the report

* Once a request has been approved, an accounting of
disclosures report can be generated

* The Privacy Specialist has the option to route the report
back to the originator
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Accounting of Disclosures

Generating an Accounting of
_ Disclosures Report (2014

1. From the Disclosure Accounting Request screen, click on
the Create button to generate the report

Thursday, July 8, 2004 Patiert Search  Logoff

Fatient Lser Admin Requests Requester

Current Request: Disclosure Accounting Request
Disclozure Accounting

Reportable Disclosures ghecked disclosares will be included in the disclosure accounting report, suspended

ﬁ'L;TmarY disclosures are frighlighted in red)
istory : L
Documents Include D'SC:BSWE Date Type Origin REEC;;‘"”Q FHI Purpose Status
Reqguest Details ¥
Request Action F 3 O7M072004 About Decedents  US Primary Fred Complete Heatth Attorney Complete
Training Thomaz Recard(s)
Qrganization
Creste Mew Reguest — -
Search for & Request = 45 07 0as2004 Judlc_lgl anc! U= _F‘rlmarv Tenneszes  Complete Health Lawy Enforcement Comgplete
A clminiztr ative Training Dept. of Recaord(s)
Proceedings Organization Health
] =4 O7f5:2004 Law Enforcement 13t MED GRP- Fred Camglete Heatth Lawy Enforcement Camglete
Purpozes LANGLEY Thomas Recardi(=)
Disclosures Accounting Suspensions
Susplgnsmn Suspended Dizclosure Idertifier  Start Date  End Date Comments
1 The zpecific disclozure of type Law 07052004 07052004

Enforcement Purposes that occured on
07082004 with a dizclosure [D of 54

qﬂ?
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Accounting of Disclosures

Generating an Accounting of
Disclosures Report o4

2. Select the Protected Health Information Disclosure
Report hyperlink to create the report

3. If you want to route the completed request back to the
originator, place a check in the box and click on Confirm

Fatient User Admin Reguests Feguester

‘L IIDEL B ESE Disclosure Accounting Request
Disclosure Accounting

Disclosure Report (click on the Nk below to view ar print the docament)
SUmmary #F‘rntected Health Information Disclosure Report

E::ii::ents Route Completed Request to Originator (roste to the request creator for acknowledgement & docament preparation)
Request Details M
Feguest Action
i Confirm )
Create Mew Request

Zearch for a Reguest
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Accounting of Disclosures

Generating an Accounting of

_ Disclosures Report o4

« The Accounting of Disclosures Report will display

EXE

Bz v -

# & B0 @14 b b e d]okex -® ODOMAE[-

[2]

[ -

T-&i||E-7 -2 -||@-

Signatures

Protected Health Information Disclosure Report

Prepared for: Fred Thomas

Requested from: US Primary Training Organization

Generated on: 07-08-2004

Disclosure 1D:

-
h ]

Date:

2004-07-10

Disclosure Type:

About Decedents - About Decedents

Disclosure Purpose:

Allorney

Disclosed Health Information:

Complete Health Record(s)

Disclosure Originated From:

LIS Primary Traming Organization

Skyline P1.. Falls Church. VA 20110

Disclosure Recipient:

Fred Thomas
1234 Deer Ln.. Ashbum, VA 22345

Disclosure Reguester:

Fred Thomas
1234 Deer Ln.. Ashbum, VA 22345

Disclosure 1D: 48

Date: 2004-07-09

Dhionlooses Thomo: Tondiomial armd A dmimicieativg Procoadinoee Toad 1 1 AAd tral e
)] W 4] 10f1 M E2Ex1169n | O = 1 4]
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Accounting of Disclosures

Summary

* You should now be able to:
— Record a request for an accounting of disclosures
— Approve/deny a request for an accounting of disclosures

— Generate an accounting of disclosures report
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Accounting Suspensions

Objectives

« Upon completion of this lesson, you will be able to:

— Create an accounting suspension
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Accounting Suspensions

Creating a Suspension (1.7

« The covered entity shall temporarily suspend an individual’'s
right to receive an accounting of disclosures to a health
oversight agency or law enforcement official...DoD 6025.18-
R C13.1.2.1

« Two types of disclosures can be suspended:
- Law enforcement purposes

- Health oversight activities

* Privacy Specialists have the ability to enter an accounting
suspension in two ways

- Specific disclosure
- Type of disclosure

* Once entered, the suspension can be viewed by all users
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Accounting Suspensions

Creating a Suspension (.7

1. Search for and select a patient record

2. Select the Accounting Suspensions hyperlink

Thursday, July 5, 2004 Patient Search  Logoff

Patient Llser Admin Requests Requester

Summary

A restriction of dizclosures existz for this patient.
An aternate address exists for this patient.

Summary Summary kem Filters | Cizplay ‘j

Requests

Record Dizclosure ™ an I Disclosures [ Suspensions ™ Restrictions | Repaorts [T Letters [ authorizations T Complaints
Accoynting Suspensio

Dizclosure Restrictions

Avthorization

Patient Profile

Copyright @ HIP A& Acceleratar, Inc. 2000-2003, ALL RIGHTS RESERWED

Patient Search ‘dersion: 2.2
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Accounting Suspensions

Creating a Suspension sof7)

3. Select the Specific Disclosure hyperlink

Patient Search  Logoff

Thursday, July &, 2004

Patient Llser Admin Requests Requester

IR L2 Accounting Suspensions
Jane Doe
01401 M 3E0
FiP-S55M:01 - . .
SESTRSTE Accuunt.lng Suspensions

SUSF'E”SIDH Suspended Disclosure Idertifist  Start Date End Date Comments:
Summary o )
Requests 2 The zpecific dizclosure of type Health Oversight OF 072004 OF 2302004

Activities that occured on 070772004 with &

Record Disclosure _
dizclozure ID of 53

Accounting Suspensions
Dizclosure Restrictions

Avthorization
Patient Profile Create Hew Accounting Suspension
Far the current Patient, suspend their disclosure accounting rights for a specific disclosure” this to suspend a single disclosure.
Patient Search

Far the current Patient, suspend their disclosure accounting rights for a type of disclosure. Usze this to suspend more than one
disclosure of a particular type.
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Accounting Suspensions

Creating a Suspension @ of7)

4.

5.

Click on the radio button for the disclosure you want to
suspend

Enter the suspension details: (requesting statement and
form, justification, and start and end date)

Thursdary, July §, 2004

Patiert Search  Logoff

Patient User Admin Reguests Requester
e Ratiznt Accounting Suspension
Jane Doe
014211350
FMP-ZESH:01-
SE57ES7ES Patient Discl es (Suspended discl s are d in red)
Suspend RESLSCE Date Type Crigin Recemng PHI Purpoze Status
o] Erttity

Summary
Requests ol a1 07072004 Law LIS Primary BAH Law Complete Health Laww Enforcement Complete
Record Dizclosure Enforcement Training Offices Record(s)
Accounting Sus| Purpozes Organization
Dizclosure . .
ALthoriz [a 53 070772004 Health LS Primary [aval Complete Health Medicare Complete
Patiart Prifie Cwersight Training Hozpital Record(s)

Activities Drganization Great Lakes

Patient Search

iing the Patient shspension. iF the request Is aral, this most inclode

Requesting Statement (The agency or official state
the Jdentity of the agency or official making the state ment)

s requested by attorney

Form of Requesting Statement [ The form of the stab

Wiritten % oral

Justification (mandatory comments explalning the justification for the Patient suspension)

directed by attorney

B
|

Start Date (The start date from which the disciosure will not be reported to the Patient In MMWDOSYYY format)

|0m1 2004 v|

End Date (The end date aiter which time the Patient will be able to access the disciosure in MWOOCYY¥Y format)
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Accounting Suspensions

Creating a Suspension (o7

6. Scroll to the bottom of the screen and click the Save button

Patiert Search

Requesting Statement [ The agency or official statement requesting the Patient suspension. i the request /s aral, this must include
the identity of the agency or official making the staterent)

as requested by attorney ;I

=
Form of Requesting Statement [ The form of the statement requesting suspension)
Writteny 1 oral

Justification (mandatory comments explaining the justiiication for the Patient suspension)

directed by attorney ;l
[

Start Date [ 7The start date from which the disciosure wili not be reported to the Patient In MMW DLWy farmat)

|Dm1 12004 v|

End Date (7he end date after which time the Patient will be able to access the disclosure In MWOOLOYYY format)

|c|marznn4 v|

Identifier {The OPTIONAL identifier for the suspension, cowld be g case number, warrant number, subpoena 10, ele.)

Comments [OFPTTONAL general comments about or for the Patient)

f Save h

[—
[
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Accounting Suspensions

Creating a Suspension of7)

/. Select the Summary hyperlink

Thursday, July 8, 2004

Current Patient:
Jane Doe
01.401/1980
FMP-SS5h01 -
SES7E5765

Accounting Suspens
Dizclosure Restrictions
Authorization
Patient Profile

Patient Search

Patient Search  Logoff

Patient User Admin Reguests Reguester

Accounting Suspension

Patient Disclosures (Suspended disclosures are highlighted in red)

Suspend DR Date Type Origin Rece{wng FHI Purpose Statusz
1D Enitity
i a1 070772004 Law LS Primary BAH Lawe Complete Heslth Law Enforcement Complete
Enforcemert Training Offices Record( =)
Purposes Organization
a3 07072004 Health LS Primary Marval Complete Health Medicare Complete
Oversight Trainirg Hozpital Fecord(=)

Activities Organization Great Lakes

Requesting Statement [ The agency or official statement requesting the Patient suspension. i the request is oral, this must Inciude
the identity of the agency ov official making the staterment)

&= requested by attorney :I

=
Form of Requesting Statement [ 7he form of the siatement requesting siepension)
Written (% oral €

Justification (reandatory cormpments explaining the justification for the Patient sdapension)

directed by sttorney ;I
=
Start Date [ 7he start date from which the disciosyre will not be reported to the Patient in MDDV format)

[o7int 2004 v|

End Date [ The end date after which time the Patient will be able to access the disclosure In MMWOLYYYY format)

[ormsizoos | =l
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Accounting Suspensions

Creating a Suspension (.7

8. Check the Suspensions checkbox
9. Click on the Display button

 The Disclosure that you suspended will display in the
Disclosure Accounting Suspensions section

Thursday, July 8, 2004 Patient Search  Logoff
Patient User Admin Requests Requester

Current Patient: Summaw

Jane Doe

01,01 #1980 & restriction of disclosures exists for this patient.

FMP-S55H: 01 - . ) )

SESTESTES An alternate address exists for this patient. '

SLUmmary Summary ltem Filters | Display )

Reguests

Record Dizclosure I 2 T Dizclosures [ Rrestrictions [ Reports [T Letters [ authorizations [ Complaints

Accounting Suspensions
Dizclasure Restrictions
Avthorization Disclosure Accounting Suspensions

Patient Profile Suspension

(]

3 The zpecific dizclosure of type Law Enforcement 07082004 OF /29/2004
Purposes that occured on 07072004 with &
dizclosure D of 51

Zuzpended Dizclosure Identifier  Start Date  End Date Comments

Patiert Search

(%]

The zpecific dizclosure of type Health Oversight 07072004 0772372004
Activities that occured on 07072004 with a
disclosure ID of 53
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Accounting Suspensions

Summary

* You should now be able to:

— Create an accounting suspension
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Disclosure Restrictions

Objectives

« Upon completion of this lesson, you will be able to:
— Record a disclosure restriction request
— Approve or deny the disclosure restriction request

— Generate an approval or denial letter to be sent to the
requester
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Disclosure Restrictions

Recording a Restriction (106

 DoD 6025.18-R Chapter 10 describes the rights to request
privacy protection for protected health information

— Covered entity is not required to agree to such requests

— Requests may be made orally or in writing, but must be
documented

— Covered entity must provide a response to the individual

» Privacy Specialists can record and approve or deny
requests for disclosure restrictions

— Once approved or denied, a letter with an explanation can
be generated
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Disclosure Restrictions

Recording a Restriction 2o

1. Select the Patient tab
2. Enter patient search criteria
3. Click on Search

Thursday, July 8, 2004 ( Patient Search  Logoff
Fatie User Admin "/ Reguests '/ Reguester

T T Patient Search
Mone
Mame (First Last)
Summary IJane IDI:IE
Reguests
Record Dizclosure Systemn 1D (the identifier created by this systerm for the persan)
Accounting Suspensions I—
Dizclozure Restrictions
Avtharization
Pticnt Brofile External 1D (an external identifier for the person)
Patient Search

Copyright & HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERNWED
‘wigrsion: 2.2
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Disclosure Restrictions

Recording a Restriction ore

4. Click on the radio button for the patient
5. Click on the Select button

Thursday, July 5, 2004 Patient Search  Logoff
Patient User Admin Requests Requester

Current Patient: Patient Search Results

Mone

Summary Search Resulis

Requests ICx Matme SSM Birth Date Address

e 39 Jane Doe 123456789 1980-01-01 99 Maple St Boston, M& 22323

Accounting =uspensions

Dizclosure Restrictions FMPLSSSN 01-565765768 [2004-07-07 to 2004-07-07)

Authorization

Patiert Profile
. ([ Zelect ]
Patiert Search ’

Other options:
Adiust vour search critetia and try acdain.

Creste a nevw Patient recard.

Copyright @ HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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Disclosure Restrictions

Recording a Restriction @ofs

6. Select the Disclosure Restrictions hyperlink

Thursday, July &, 2004

Current Patient:
Jane Doe

0101 1980
FMP-S55R:01 -
SESTESTESD

SUmmaEky

Reguests

Record Disclosure
Accourting Suspensions
Dizclozure Restrictio
Authorization

Patient Profile

Patiert Search

Adrmin Feguests Feguester

Fatient User

Summary

A restriction of dizclosures exists for this patient.
An atternate address exists for this patient.

Summary ltem Filters | Display

™ a [T Letters

[T Dizclosures [ Suspensions ™ Restrictions [ Repors

Copyright @ HIPAS Accelerator, Ine. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2

[T futhorizations

Patient Search  Logoff

r Complaints
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Disclosure Restrictions

Recording a Restriction o

7. Click on the New button in the Disclosure Restrictions box

Patiert Search  Logoff

Thurzday, July 8, 2004

Fatient User Adrin Feguests Reguester

Current Patient: Disclosure Restrictions
Jane Dioe

01011330
FrP-S55M:01-

SESTESTER Disclosures Restrictions P

T Type Start Date Endl Date Otcome Destination Details

SUmmary 3 Medical Facilty Patient Directories O7072004  OFAS2005  Approved  spouse restricted from spouse

Feguests

Record Disclosure

Accounting Suspensions

Digclozure Restrictions Copyrght @ HIPAA Acceleratar, Inc. 20002003, ALL RIGHTS RESERWED
Avuthorization ‘rsion: 2.2

Patient Profile

Patiert Search
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Disclosure Restrictions

Recording a Restriction @ors)

8. Enter Disclosure Restriction details: (Disclosure type, start
and end date, destination, and details)

9. Select Approved or Denied from the Outcome drop-down box
10. Click on the Save button

Thursday, July &, 2004

Patient Search  Logoff

Patient Uszer Admin Requests Fequester
I (P Disclosure Restriction
Jane Doe
010115980
FMP-SSSM:01 - - . ]
SE5TRSTES Disclosure Type (the bpe of disciosure to restrict)
IMedicaI Facility Patient Directories

gummz\' Start Date {The start date from which US TMA will not share this information with ider@iied parbe: in MMODOYYYY format)

eruests

Record Dizclosure IU?J'UB.QEIM 'rl

Accouynting Suspensions
Disclozure Restrictions End Date (The OPTIONAL end date at which time U5 TMA will begin to shave thiz inflmation again: Jn MWOOAYY farrat)

Autharization I—
Patiert Profile Sile

Patisnt Search Re=striction Destination (o whom information s belng restricted?)

|spc:use

Details of Restriction (what infarmation Is belng restricted?)

all medical records

Outcome (indicate whether reqguest was approved o denied)
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Disclosure Restrictions

Generating Correspondence (i3

« Once you have approved or denied the disclosure
restriction you have the ability to generate an approval or
denial letter

* The letter will be pre-populated with the information that
you entered for that particular restriction
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Disclosure Restrictions

Generating Correspondence (2.3

« Once you have clicked on the Save button, the letters box
will appear

1. Select the Title hyperlink to access the letter

Thursday, July &, 2004 Patiert Search  Logoff
Patient User Admin Requests Requester
(EITE =8 Disclosure Restriction
Jane Doe
01./0111950
FMP-SSSM:01- . . .
SE57E5763 Disclosure Type (the type of disclosure to restrict)
| Medical Faciity Patient Directories |
Summaiy Start Date [ The start date from which US TIMA will nat share this information with identified party; o MWODOY WYY format)

Requests
Record Disclosure IU?!'USQDM v|

Accounting Suspensions
Dizclosure Restrictions End Date [ The OPTIONAL end date at which bime US TIMA wili begin to share this Information again, in MMOOWYY format)

Autharization I—
Patiert Profile SRLAIEAITE

Patient Search Restriction Destination (to whom information is belng restricted?)

Ispouse

Details of Restriction (what information i's being restricted?)

all medical recards

K Ol

Outcome (indicate whether request was approved or denled)

I.&.pproved LI

{ pdate 3]

Letters {Click on the link to view and print the docume
I Title:

17 Dizclosure Restriction - Approval L

177




Disclosure Restrictions

Generating Correspondence o3

 The Approval letter is generated

DEPARTMENT OF THE NAVY
US Primary Training Organization
Skyline P1.

Falls Church, VA 20110

U8 Jul 4

NOTE: does not want anything sent to home address
Jane Doe

99 Maple St

Boston, MA 22323

Dear Jane Doe,

This letter is to nform yvou that we are granting vour request to restrict vour Protected Health
Information with a specific person or a specific business that you identified in your Health
Information Restriction Form. Your request has been approved.

Your information will not be disclosed to the specified person or entity, We will comply with
this request until you tell us to end this restriction unless the information is needed to provide

emergency treatment to you.

[ you have questions please contact the US Primary Training Organization, Skyline P1, Falls
Church, VA 20110, (703) 998-0189.

Smeerely,

John D). Nogan

B5x11in | O = a1 4| 178
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Disclosure Restrictions

Summary

* You should now be able to:
— Record a disclosure restriction request
— Approve or deny the disclosure restriction request

— Generate an approval or denial letter to be sent to the
requester
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Authorizations

Objectives

« Upon completion of this lesson, you will be able to:
— Create an authorization
— Generate a DD Form 2870
— Sign an authorization

— Revoke an authorization
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Authorizations

Creating an Authorization (ofs)

« The MHS uses the DD Form 2870 (Authorization for
Disclosure of Medical or Dental Information)

« Authorizes an individual or organization to disclose a
patient’s medical or dental information

« DD Form 2870 can be downloaded from the Privacy Office
website, or from the DoD Forms website

* Can be generated using PHIMT
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Authorizations

Creating an Authorization 2ors)

1. Select the Patient tab
2. Search for and select the patient

Thurzcday, July §, 2004 " Patient Search  Logoff
Patien Llser Admin Requests Requester

Current Patient: Patient Search Results
Fred Thomas
0505 955
Search Results
SUmmary I Patme S5 Birth Date Addrezs
Requests
Recaord Disclosure (» 60 Fred Thomas 1711111111 1955-05-05 1234 Deer Ln. &zhburn, Yo, 22345

Accourting Suspensions
Dizclozure Restrictions

Authorization [ Select
Patient Profile

Patient Sestch Other options:
Adiuzt your search criteria and try adgain.

Create g neww Patient record.

Copyright @ HIP A Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
wiarsion: 2.2
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Authorizations

Creating an Authorization ors)

1. Select the Authorization hyperlink

Patient Search  Logoff

Thursday, July 5, 2004

Patient Llser Admin Requests Requester

Current Patient: S ummary
Fred Thomas

03501 355 An aternste address exists for this patient.

Summary . —_—
R Summary kem Fiters | Display )

iizzLdm?ézcgj;;:nsiuns T an I pisclosures [ Suspensions ™ Restriction= [ Reports [T Letters [ suthorizations [ Complsints
Dizclosure Restrictions

Avthorizatio

Patient Profile

Patient Zearch Copyright @ HIPAY Accelerator, Inc, 2000-2003, ALL RIGHTS RESERWED
‘wirsion: 2.2
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Authorizations

Creating an Authorization @ors)

4. Select the Authorization Type from the drop-down box

5. Enter the authorization details: (reason for request,
releasing organization, and recipient)

Monday, June 25, 2004

Current Patient:
Fred Thomas
0505955

SUMIMEyY

Reguests

Record Disclosure
Accourting Suspensions
Digclogure Restrictions
Authorization

Patiert Profile

Patiert Search

Patient Search  Logoff
Patient Iser Admin Reguests Requester

Authorization

Type (the twoe of suthorization to creaite)
|S‘tandard Authorization

Protected Health Information to be Released (the part of the medical record to be released, such as “complete medical record”,
“pathology report’, ebe.)

Ertire medical recard ﬂ
-

Reason for RequestUse of Medical Information (7 description of each purpose of the requested nse or disclosare)
Continued Medical Care
Insurance
Legsal
Personal Lz
RetirementiSeparation

Sichoal
Other:

FPatiert authorizes his brother to have a copy of entire medical record. ﬂ
-

Releasing Organization ¢Ovgan/zation that relegsed the authorization)
|WOODEIRIDGE FAMILY HEALTH CEMTER LI

Recipient (the name, complete mailing address, phope and fz2x of the ipdividual or class of Individoals to receive the FHI)

1100 hain Street

n, i
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Authorizations

Creating an Authorization ors)

Scroll down the screen and enter: (authorization start and
expiration date, treatment type, and treatment start and end date)

Place a check in the Generate Authorization checkbox
CI_ick on the Save button

Authorization Start Date (the effective date of the authorization In MWEFOOOYY Y format)

IDEEIDEII.?DDII- v|

Authorization Expiration (the expiration date of the authorization In MW OO format, an Action Complated may He Dsed
instead of & date)

||:|5r|:|ar2|:u:|5 v|

Action Completed (the expiration event for the authorization, sch as “Upon completion of the investioation”, an Authorization
Expiration may bhe nsed instead aof an action ¥ kfnown)

| &

Treatment Type (ithe fype of Tregtment)
| Cutpatient and Inpatient |

Treatment Start Date (the treatment or service start date In MDD forimat)

||:|3n:|1 /2004 v|

Treatment End Date (the treatment or service end date In MW OO format)

—

Generate Authorization (generate Authorization for Disclosyre form for printing puiposes)

S
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Authorizations

Creating an Authorization ors)

The Signed Status and Revoked Status boxes on this
screen indicate if the DD Form 2870 is signed or revoked

i Save i)

Signed Status
grey new i the authorization is sighed)

-

Signed Date (the date that the authorization Is sighed in MWOLOWYY farmat)

|nammuu4 v|

Signed By Person (the individual who sighed the autharization)

IFred Thomas LI

Revoked Status
= PERE T the authorization is revoked)

.

Revoked Date (the date that the authorization was revoked In MM OO Y'Y farmat)

|nammn4 [

Revoked By Person (the Individual who revoked the authorization)

|Fred Thomaz j

i Save i)
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Authorizations

Creating an Authorization (7 ofs)

* A note appears at the top of the screen indicating the
authorization is saved and that only the “Signed” or
“Revoked” status fields may be changed at this point

9. Select the Summary hyperlink

Patient User Adrmin Reguests Reguester
it icats Authorization
Fred Thomas
05/05M1 355

Sumimar

Reguests

Record Dis Authorization Document (the physical authorization docment penerated by the application)
ACGOUNTNg SUspeET Standard Authorization (Documert ID #3)

Dizclosure Restrictions

Authorization Tvpe (the type of authorization to create)

Fatiert Profile

I Standard Authorization ;I

Patiert Search
Protected Health Information to be Released (the part of the medical record to be released, such as Ycomplete medical record®,

“wathology report”, ebe.)

IEntire medical record il
o

Reazon for Request/Use of Medical Information (2 descriplion of each parpose of the reqguested nse or disclosure)

[T Continued Medical Care
™ Insurance

= Legal
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Authorizations

Creating an Authorization ors)

10.Place a check in the Authorizations checkbox
11. Click on the Display button

Patiert Search  Logoff

Wizdnesday, June 30, 2004
Fatient User Admin Fequests FHeguester

Current Patient: Su mmanry
Fred Thomas

050551355 &n aternate address exists for this patient. ’

SUMMmaEty . -

Reguests Summary ltem Filters | Dizplay ]

Fecord Disclosure _

Accounting Suspensions ™ an I Disclosures [ Suspensions ™ Restrictions | Reports [T Letters | ¥ authorizationsl] Complaints
Dizclozure Restrictions

Authorization
Patient Prafile

Patient Search Copyright @ HIPAA Accelerator, Inc, 2000-2003%, ALL RIGHTS RESERWED
‘Jersion: 2.2
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Authorizations

Generate DD Form 2870 (1 of 2)

« The new authorization will appear on the Summary screen

12. Select the authorization title hyperlink to generate DD
Form 2870

Wizdnesday, June 30, 2004

Patient Zearch  Logoff

Fatient User Admin Fequests Feguester

Current Patient: Summaw
Fred Thomas
03M5M1 955 An atternate address exists for this patient.
SUMmEry _ —_—
e Summary htem Filters | Display ﬁ
R o Di=cl

LK HSEIEUE T a1 [T pisclosures [ Suspensions [ Restrictions [ Reports [T Letters ¥ Authorizations [ Complaints

Accourting Suspensions
Dizclozure Restrictions

Authorization
Fatiert Profile Authorizations (Revoked authorizations are highlighted in red)
Description Signed  Expiration Rewoked
Patiert Search For disclosures of 'Entire medical record to 1100 Main Street 0682005

Wioodbridge, Y& 22000

T Title
Standard Authorization

Copyright @ HIPAA Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED

b dermi Plr B
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Authorizations

Generate DD Form 2870 (2 of 2)

DD Form 2870 in Adobe Acrobat format

13. You may print the form and request the patient’s

Signatures

signature

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

The purpose of this form is to provide the MTRDTR/TRICARE Health Plan with 2 means to request the use andior disclosure of an individual's protected health information. Guidelines regarding

use of this form are contzined in DOD Regulation 025 18-R

This form will not be used for authorization to disclese alcohol or drug abuse patient information from medical records or for authorization te disclose information frem records of an alzohol or

drug abuse treaiment pregram. In addition, any use as an authorization to wse or disclose psychotherapy notes may net be combined with ancther authorization except one to use or disclose

psychotherapy notes
Privacy Act of 1874 applies

PATIENT DATA

Mame (Last, First, M)
Thomas, Fred

Date of Birth
05-05-1955

Patient S5N
111111111

Peried of Treatment
03-01-2004- 03-01-2004

Type of Treatment:
Outpatient and Inpatient

DISCLOSURE

| authorize WOODBRIDGE FAMILY HEALTH CENTER

{Mame of MTF/DTF) to release my patient information fo recipient:
1100 Main Street

Woodbridge, WA 22000

record.

Reason for Request'Use of Medical Information:
Personal Use, Patient authorizes his brother to have a copy of entire medical

Information to be Released:
Entire medical record

1of1 b F B&5xlin | O = @ 4]
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Authorizations

Signing an Authorization (1 of5

 Once an authorization has been entered, it needs to be
signed by the patient for validation

« After the authorization is signed by the patient, a user has
the ability to document the signature within the PHIMT
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Authorizations

Signing an Authorization (2o.f5

1. Select the authorization ID hyperlink to return to the
detailed authorization record

Thursday, July 1, 2004 Patient Search  Logoff
Patient Llser Admin Fequests Fequester
Current Patient: Summaw
Fred Thomas
0300551 355 &n alternate address exists for thiz pstient.
SUmmary . —_—
R Summary tem Fiters | Display )
R d Dizcl
BEOr HISEOSUre T an [T pisclosures [ Suspensions [ Restrictions [ Feportz [ Letter= W suthorizations [ Complaints:

Accourting Suspensions
Dizclozure Restrictions

Avthorization
Patient Profile Authorizations (Revoked authorizations are highlighted in red}
L Title De=crigtion Zigned  Expiration Revoked
Patiert Search . ) . ) e .
3 Standard Authorization For dizclosures of 'Entire medical record' to 4100 Main Street 032005

Wioodbridge, WA 220000

Copyright @ HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
wizrzion: 1.2
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Authorizations

Signing an Authorization ofs)

2. Scroll to the bottom of the page to the Signed Status box

3. Place a check in the Signed Status checkbox

4. Select the date and the authorizing person’s identity from

the drop-down box

5. Clickonthe Updatebutton

Signed Status
signed (checked if the authorization Is sigped)

v
Signed Date (the date that the authorization s sigped In MIEFOOSYYY format)

||:|Emar2|:u:|4 [

Signed By Person (ihe individual who signed the authorization)

I Fred Thomas ;I

Revoked Status

Revoked (checked iFthe guthorization is revaked)

-

Revoked Date (the date that the authorization was revoked in MWDOSYYY farmat)

||:|Emar2|:u:|4 v|

Revoked By Person (the individual who revoked the authorization)

I Fred Thomas ;I

(Wﬁh
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Authorizations

Signing an Authorization ofs

6. Select the Summary hyperlink
/. Place a check in the Authorizations checkbox

8. Click on the Display button

Patiert =earch  Logoff

Thursday, July 1, 2004

Fatient User Adrmin Feguests Reguester
Current Patient: Summaw
Fred Thomas
050551355 &n aternate address exists for this patient. ,
SUMMmaEty - -
Reguests Summary item Filkers | Dizplay )
Record Dizclts
Accourting Suspe - T an I Disclosures [ Suspensions ™ Restrictions [ Reports [T Lefters I v Authu:-rlzatlcunsl r Complaints

Dizclozure Restriction
Authorization
Patient Profile

Patiert Zearch Copyright & HIP&A Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘wiersion: 2.2
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Authorizations

Signing an Authorization (sofs

 You will now see that the authorization indicates that it has
been signed

Thursday, July 1, 2004

Current Patient:
Fred Thomas
05051955

SUMMmaty

Fequests

Fecord Disclosure
Accourting Suspensions
Dizclozure Restrictions
Authorization

Patient Profile

Patiert Search

Patient Zearch  Logoff

Fatient User Admin Fequests Fequester
Summary
An atternate address exists for this patient.
Summary htem Filters | Display ﬁ
™ an I Disclosures [ Suspensions ™ Restrictions | Reports [T Letters W authorizations [ Complaints

Authorizations (Revoked authorizations are highlighted in red)
I Title:
3 Standard Autharization

xpiration  Revoked

W5 052005

Signed
OE052004

Description

For dizclozures of 'Entire medical record’ to 1100 Main Street
Wioodbridge, WA 22000

Copyright & HIPAA Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
nwiarsion: 2.2
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Authorizations

Revoking an Authorization i o5

« DoD 6025.18-R, Section C5.2.5

» Privacy Specialists can revoke an authorization when
Instructed by a patient in writing

— Except if:
* The covered entity has taken action in reliance thereon

* Insurance coverage
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Authorizations

Revoking an Authorization (.5

1. Select the authorization ID hyperlink

Thur=day, July 1, 2004 Patient Search  Logoff

Patient Lser Admin Requests Requester

Current Patient: Summary
Fred Thomas
05051355 An atternate address exists for this patient.
Summary - —_—
— Summary tem Fiters | Display
Record Dizclozure
Accourting Suspensions [T a1 T Disclasures [T Suspensions [T Restrictions [ Reportz [T Letter= W Authorizations [ Complaints:
Dizsclosure Restrictions
Avthorization
Patiert Praofile Authorizations (Revoked authorizations are highlighted in red)

() Title Description Signed Expiration Revoked

Patiert Search o ) e ) e )
3 Standard Authaorization Far dizclozures of 'Entire medical recard’ o 1100 hMain Street 05052004 0652003

Wioodbridge, YA 220000

Copyright @ HIPAS Accelerator, Inc. 2000-2003, ALL RIGHTS RESERWED
‘Jersion: 2.2
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Authorizations

Revoking an Authorization o5

2. Scroll to the bottom of the screen to the Revoked Status box
3. Place a check in the Revoked check box

4. Select the date and the revoking person’s identity in the drop-
down box

5. Click on the Update button

signed Status
signed [checked ¥ the autharization s sigped)
v
Signed Date (the date that the authorization iz sigped in MW OO Y farmat)

IDB.I'DELQDD4 ==

Ssigned By Person (the ipcivicdnal who sighed the authorization)

| Fred Thamas ;I

Revoked Status

Revoked [checked I the authorization Is revoked)

=
Revoked Date (the date that the authorizatioh was revoXed In MWOD Y Y format)

||:|Emar2|:|n4 =

Revoked By Person (the Jndivicual who revoked the authorization)
IFred Thomas ;I

#@}
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Authorizations

Revoking an Authorization @5

6. Select the Summary hyperlink to view the authorization
/. Place a check in the Authorizations checkbox
8. Click on the Display button

Patient Search  Logoff

Thursday, July 1, 2004

Fatient User Admin Reguests Reguester
Current Patient: Summaw
Fred Thomas
054054 355 &n aterrate address exists for this patient. ’
Summary - -
Requests Summary item Filkers | Dizplay -
Record Dizclosure
Arcounting Suspensions I a1 T Disclasures [T Suspensions [T Restrictions [ Reports [T Letters I v .&uthu:urlzatlunsl |_ Complaints
Disclosure Restrictions
ALthorization
Patient Profile
Patient Search Copyright @ HIPAS foceleratar, Ine. Z000-200%, ALL RIGHTS RESERWED
wiarsion: 2.2
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Authorizations

Revoking an Authorization s

* The revoked authorization is highlighted in red

Thursday, July 1, 2004 Patient Search  Logoff
Fatient User Admin Feguests '/ Reguester
Current Patient: Summaw
Fred Thomas
05/05M 9355 An atternate address exists for this petiert.
Summary _ _—
Requests Summary tem Fiters | Display )
R d Dizcl
EEOrE HISTOSUre T an [T Dpisclosures [ Suspensions [T Restrictions [ Reportz [T Letter= W suthorizations [ Complaints

Accounting Suspensions
Dizclozure Restrictions

Avtharization
Patiert Profile Authorizations (Revoked authorizations are highlighted in red)
ICr Title Dezcription Signed Expiration  Rewvoked
Estient Search 3 Standard Authorization For dizclosures of 'Entire medical record to 1100 Main Street 06022004 08022005 060372004
Wioodbridge, YA 22000

Copyright @ HIPAS Accelerator, Inc, 2000-200%, ALL RIGHTS RESERWED
‘wiersion: 2.2
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Authorizations

Summary

* You should now be able to:
— Create an authorization
— Generate a DD Form 2870
— Sign an authorization

— Revoke an authorization
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Administrative Summary

Objectives

« Upon completion of this lesson, you will be able to:

— View administrative summary reports
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Administrative Summary

Administrative Summary Reports

« Administrative summaries provide a visual representation
by organization of:

— Disclosures over a 12 month period
— All requests by type

— All requests over a 12 month period
— Top recipients of disclosures

— Top requesters for all requests

« Performed by Privacy Specialists and User Admins
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Administrative Summary

Creating Administrative Summary

__Reports (103

1. Select the Admin Tab

2. Select the Administrative Summary hyperlink

Thursday, July &, 2004

Patient Lzer

Current Admin:
Ditzcap Test
L= Thal,

Organizations

Origin Organizations
Adminiztrative Summar
Organizations
Gueue Users
Dizclosure Imports
Dizclozure Importz Hiztary

[ Marme

431 MED GROUP-USAF ACADENY CO

Patient Search  Logoff

Adrm Feguests Feguester
Patent Mame Address et Gz s
Pet=on Phone
U Ajr Farce 4102 Pinion Drive Ste 4000

USAF Academy, SO 80540

37e7 10th Med GROUP- PETERSON AFB

HE AR FORCE SPACE
CORRARD

442  11TH MED GRP-BOLLIMG

HZ Air Farce (Direct reporting
unit’

233 Brookley Avenue B 125
Bolling AFB, DC 20032

319 11thving

U= Ajr Farce

11 MDGISGHD 235 2358
Brookley Ave
Bolling AFB, DoC 20032

305 12157 GEN HOSP SECQUL

18th MEDCOM - KOREA,

Unit # 15244
APC AP
95205
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Administrative Summary

Creating Administrative Summary
Reports (203

3. Select your Organization from the drop-down box

Patient Search  Logoff

Thursday, July &, 2004

Fatient Lser Admin Requests Requester
DO Al Administrative Summary
Ditzcap Test
LIS This,

Origin Organizations I-- Select -- ;I
Administrative Summary i 3
Organizations

Gueue Users 10th MED GROUP-USAF ACADEMY CO

Disclosure Imports 10th Med GROUP- PETERSOR AFB

Dizclozure Imparts History 11TH MED GRP-BOLLING HTs RESERVED
11thwWing
1215T GEM HOSP SEOLL

12th MED GRP-RAMDOLPH

14th MED GRP-COLUMBUS

1:3th MED GRP-HICK.AM

16th WMED GRP-HURLBURT FIELD: i
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Administrative Summary

Creating Administrative Summa
Reports (o3

The Administrative Summary reports will display

Current Admin:
Ditzcap Test
S Thia

Administrative Summary
Crganizations

Gueus Uszers

Disclosure Imports
Disclosure Imports History

Fatient Yy User Admin

Administrative Summary

Origin Organizations IFT JACHSOM ThC COM (1-2-4)

Metrics
Total Disclosures 115
Total Requests an

Disclozures By Type

Judicial

Wokman's | W Wedical
Comnansati]! Facility
Fublic

A Patient

| o S Directaries
Other=l32[ =1 I

B s Required by Law

Requests Reguester
[
Alerts
Crverdue Reguests a
Pending Dizclosures M7
Pending Requests S0

Disclosures Over 12 Month Period

20

25

20

10

: I
- T
=1 =]
c
]
E

MNum of Requests
o

mar 04

W Judicial and Administrative Proceedings ——— -
4 & 383388 3 -
W Law Enforcement Purposes =3 g E § IE i E El
Medical Facility Patient Directories [ Other =3
B Fublic Health Activities Warliman's Compensation Time
All Requests By Type All Requests Over 12 Month Period
40
Dizclosure -i%
Accounting ]
=] o
- &
T 3o
Q
E 10
= I
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Administrative Summary

Summary

* You should now be able to:

— View administrative summary reports
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PHIMT
Presentation Summary

* You should now be able to:
— Describe the PHIMT application
— ldentify the user roles and permissions

— Perform the functions of the User Admin, Privacy Specialist,
and Regular User within the PHIMT
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Resources

« DoD 6025.18-R, “DoD Health Information Privacy
Regulation”, January 2003

« www.tricare.osd.mil/tmaprivacy/HIPAA.cfm
 privacymail@tma.osd.mil for subject matter questions
 hipaasupport@tma.osd.mil for tool related questions

« Service HIPAA Privacy representatives
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